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Abstract

Emerging high-rate applications (imaging, structural mon
toring, acoustic localization) will need to transport largpl-
umes of data concurrently from several sensors. These appli
cations are also loss-intolerant. A key requirement fohsuc
applications, then, is a protocol that reliably transpertsor
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Sources for high-rate data include imagers, microphones,
and accelerometers. These sensors in turn motivate several
interesting applications in surveillance, precision egjri

ture, structural damage assessment, and military taeged-tr

To support these emerging applications, we need to solve

data from many sources to one or more sinks without incur- WO Problems. First, wireless sensors have limited radio

ring congestion collapse. In this paper, we discuss RCRT,
a rate-controlled reliable transport protocol suitablecon-
strained sensor nodes. RCRT uses end-to-end explicitdoss r
covery, but places all the congestion detection and rate-ada
tation functionality in the sinks. This has two important ad
vantages: efficiency and flexibility. Because sinks make rat
allocation decisions, they are able to achieve greater effi-
ciency since they have a more comprehensive view of net-
work behavior. For the same reason, it is possible to alter

bandwidth. A collection of sensors generating high-rata da
can easily overwhelm the network to the point of conges-

tion collapse, where the network is unable to perform useful
work because its capacity is exceeded. Second, applisation
that use high-rate sensors of the kind described above are

often loss-intolerant. For example, source localizatigoa
rithms [2] use time difference of arrival between compara-
ble samples at different nodes, and structural monitoring a
gorithms estimate structural mode shafgdly correlating

the rate allocation decisions (for example, from one that en cOmparable samples observed at different nodes. In either
sures that all nodes get the same rate, to one that ensureSaSe; the loss of samples can adversely affect the accuracy o

that nodes get rates in proportion to their demands), withou the algorithm.

modifying sensor code at all. We evaluate RCRT extensively

While many sensor network transport protocols have been

on a 40-node wireless sensor network testbed and show thagtudied in the literature, most of them solve one of the two

RCRT achieves more than twice the rate achieved by a re-
cently proposed interference-aware distributed raterobn
protocol, IFRC R3].

Categories and Subject Descriptors:
C.2.2 [Computer-Communication Networks]: Network
Protocols—Wireless communication

General Terms: Design, Experimentation, Performance

Keywords: Sensor networks, Transport protocol, Reliable,
Centralized, End-to-end, Congestion Control

1 Introduction

As sensor network software and hardware matures, it is be-
coming increasingly possible to conceive of a class of ap-
plications that has received relatively little attentian far

— applications requiring the transport of high-rate data.
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problems identified above (Secti@j they either provide re-
liable end-to-end delivery of data from every sensor to k,sin
or discuss a congestion control mechanism without ensuring
end-to-end reliable delivery.

In this paper, we discuss the design and implementation
of a transport protocol that ensures reliable delivery of se
sor data from a collection of sensors to a base station, while
avoiding congestion collapse. However, we place two other
requirements on the design of this transport protocoltFirs
unlike most existing proposals which, implicitly or explic
itly, support only a single stream of sensor data from each
network node, we require the network to be able to support
multiple concurrent streams from each sensor node. We fore-
see that future sensor network deployments will be multi-
user systems, with concurrently executing applicatiors- S
ond, while much existing work has assumed a specific way
to allocate network capacity to all sensoegy, a fair alloca-
tion), we require our solution to separate the capacitycaHo
tion policy from the underlying transport mechanisms. It is
unclear, yet, if there exists a single traffic allocationippl
that would satisfy the needs of all sensor network applica-
tions.

Our solution, RCRT, has many different components,
many of which are novel (Sectid). It uses relatively stan-
dard mechanisms for end-to-end reliable delivery; the base



| | Distributed Congestion Contrdl Centralized Congestion Contrdl No Congestion Control|

Reliable Flush, STCP RCRT Wisden, Tenet, RMST
Unreliable IFRC, Fusion, CODA QCRA, ESRT Surge, CentRoute, RBC
Table 1—Sensor Network Transport Protocols: A Taxonomy

station (orsinK) discovers missing packets and explicitly re- simple transport protocol. CentRoute/DataR2é] [centrally
guests them from the sensors. However, its congestion con-computes efficient source routes to individual motes on de-
trol functionality, in a significant departure from much bét mand and provides a TCP-like abstraction for transporting
prior work, is implemented in the sink. The sink has a com- data from a mote to a nearest gateway in a tiered network.
prehensive view of the performance of the network, and it It implements a fixed number of end-to-end retransmissions
uses this perspective to control traffic allocation in a more to improve reliability, but does not incorporate congestio
efficient way than would be possible with decentralized con- control. RBC B1] is a hop-by-hop reliable transport scheme
gestion control. RCRT employs a novel congestion detec- optimized for real-time many-to-one delivery of bursty ete
tion technique, in which the sink decides that the network is data. RBC uses retransmission scheduling to increase reli-
congested if the time to repair a loss is significantly higher ability and reduce latency. However, it is not designed for
than a round-trip time. Moreover, it de-couples rate adapta continous flows, and it does not guarantee end-to-end relia-
tion from rate allocation; that is, the RCRT sink first decide  bilty.

_how much the total traffi_c needs to be reduced (or increased) Next come the class of transport protocols that provide
in response to congestion (or lack thereof), then sepgratel gng-to-end reliability, but implement no congestion con-
decides how to allocate the increase or decrease to differenyq RMST (Reliable Multi-Segment Transport2q and
sources. This decoupling allows a network administrator to e transport protocol implemented in Wisdes0][ and
assign different capacity allocation policies for diffietep- Tenet [L3] are examples of such protocols. RMST is a hop-
plications. S o by-hop reliable transport protocol built on top of Directed
We have implemented RCRT's sink-side functionality on  piffusion [16] in which loss is repaired hop-by-hop using
a PC-class platform (our code ports to embedded systemscaches in the intermediate nodes. RMST guarantees reliabil
such as Stargates as well), and the sensor-side functionali ity put it is designed for larger and more capable platforms
on the Tmote Sky mote. Our detailed evaluation (Seofion  \wjisden's transport protocol (Tenet's is very similar) fo®s
of RCRT performance brings out many of its features: its eng-to-end reliability of sensor data transmitted from kfie
ability to dynamically respond to congestion, its flexityili  of sensors to a single sink. However, in both these systems,

robustness, and its support for multiple applications. Mos  the rate at which this data is transmitted by a node must be
importantly, we show that RCRT is able to achieve more manually set by a system administrator.

than twice the network throughput of IFR@J, a recently

proposed approach that implements decentralized congesirolsc\’/;ﬁﬁ;ﬁfi?gﬂgﬁi;ﬁiﬁgﬁﬁg Cezt;?grzlfgegorgggﬁn[ con-
tion control but does not guarantee end-to-end reliability y 9 :

RCRT is able to achieve this because its traffic control al- (Quasi-static Centralized Rate Allocation) is a centediz

gorithms are able to better estimate and control the networkrate allocation scheme that tries to achieve fair and near-

PR o : g optimal rate allocation for each node given the topology,
capacity given the sink’s comprehensive perspective iato n ) . ) . '
work performance. routing tree, and link loss rate information. ESRT (Event

to-Sink Reliable Transport)2d], is also a centralized rate
control scheme for event-driven applications where the bas

2 Related Work station requests all source nodes to increase or decrdase ra
To p|ace our work in Context’ we taxonomize sensor net- in order to achieve the desired event I’ellablllty But ESRT
work transport protocols as shown in TaldleWe distin- assumes that the sink can communicate with all sources in

guish transport protocols by whether they provide end-to- ©ne hop, and has only been evaluated in simulation.
end reliability or not, whether they implement congestion  There is a body of work that has designed distributed con-
control or not, and if they do, whether the congestion con- gestion control schemes without regard to end-to-end-relia
trol implementation is distributed or centralized (at aksin  bility. IFRC (Interference-aware Fair Rate Contra®g] is
for example). As Tablé shows, RCRT is, to the best of our  a distributed rate allocation scheme that uses queue size to
knowledge, the only instance of a reliable transport proto- detect congestion, shares the congestion state through ove
col that implements congestion control in a centralized-man hearing, and converges to fair and efficient rates for each
ner. Furthermore, to our knowledge, although there is @&larg node. Even though IFRC does not provide end-to-end reli-
literature on congestion control in wired and wireless net- ability, it is closest in spirit to our work in that it attenspt
works, this specific problem has not been addressed in thoseo find a fair and efficient transmission rate that avoids con-
contexts. However, many of our individual design decisions gestion collapse. We quantitively compare IFRC and RCRT
draw from that literature; we cite the relevant pieces ofkwor in a later section, but note that a) RCRT has greater flexi-
when we describe the detailed design of RCRT in Se@®ion  bility than IFRC since many different traffic allocation pol
We now discuss each element of Tabl& turn. cies can be implemented in the RCRT sink without changing
The simplest transport protocols are those that do not guar-any code at the sensor nodes, and b) RCRT does not require
antee end-to-end reliability, and implement no congestion sophisticated parameter tuning for stability as IFRC does.
control. Surge ] can be thought of as implementing such a Also different from RCRT is work on congestion mitigation:



Fusion [L5] uses hop-by-hop congestion control and CODA shapes by correlating comparable samples observed at dif-

(Congestion Detection and Avoidanc@p] uses end-to-end  ferent nodes. In either case, the loss of samples can ativerse

flow control along with hop-by-hop back-pressure for this affect the accuracy of the algorithm.

purpose. Network Efficiency. Our second goal is to maintain the
Finally, some work has examined distributed congestion network at an efficient operating point. Specifically, welwis

control of end-to-end reliable transport. STAR][proposes  to avoidcongestion collapsg9], a regime in which sources

to use RED 10]-style congestion detection in sensor nodes are sending data faster than the network can transport them t

and a slightly modified form of TCP end-to-end. To our the base station. In this regime, no useful work gets done by

knowledge, STCP has not been evaluated on a real wirelesshe network, since packets are repeatedly lost and continu-

testbed. By contrast, FlusB()] is a reliable transport proto-  ally retransmitted. In addition, we wish to ensure that sear

col designed for large diameter sensor networks. Unlike in transmit their sensor readings to the base station at asahigh

RCRT, at any instant at most one node can transport its datarate as possible. Since sources may start transmittingisens

to the sink using Flush. readings at arbitrary times, this rate cannot be deternmaned
Not included in the taxonomy described in Figute priori, but must be adaptively discovered.
are protocols for reliable dissemination. PSFZg|[ Del- Support for concurrent applications. While much prior

uge [14], and TRD [L3] are reliable dissemination protocols work on sensor network transport has focused on support-
designed for reprogramming or retasking the sensor networking a single sensing application, we wish to explicitly sup-
from a base station, and not for transport of data in the other port multiple concurrent applications in RCRT. Future sen-
direction. Also omitted from Figuré is prior work on con- sor network deployments are likely to evolve to being multi-
gestion sharing in wired networks (for example, Ensemble- user or multi-application systems, so it is important to-con
TCP [8], and Integrated Congestion Management Architec- sider this design criterion at the outset.

ture [3]). These proposals, though not directly applicable to  Flexibility. Another goal is to allow different applications
sensor networks, bear some resemblance to RCRT’s centralto choose differentapacity allocation policiesA capacity

ized congestion control. allocation policy determines how the overall network capac
. ity is divided up among the different sources. In some homo-
3 Rate Controlled Reliable Transport geneous deployments, where all the sensors are generating

In this section, we start by describing the goals of RCRT and data at exactly the same rates, it may be necessary to divide
discuss how its overall design meets those goals. We thenup the capacity equally (in &ir manner). In other cases,
delve into the details of individual components of RCRT: some sources might need a proportionally larger allocation
end-to-end reliability, congestion detection, rate adapt Since, for example, they might be transmitting images. An
tion and rate allocation. We conclude with a discussion of important sub-goal is that this flexibility should not conte a

RCRT’s limitations. the expense of requiring code modifications on the sensors;
] this is clearly desirable. This goal distinguishes our work
3.1 Design Goals from distributed congestion control mechanisms that impli
RCRT is designed for sensor networks in which sensor read-itly embed a traffic allocation policy within the network. o
ings are transmitted from one or more senssmufce to example, IFRC can only support fair and weighted fair allo-

a base station (osinK). It is also applicable to tiered sen- cations R3] _ _ _

sor networks 13|, where sensors may be transporting sensor ~_Minimal Sensor Functionality. We wish to keep as much
readings to the nearest gateway (master, in the terminology©f the protocol functionality out of the sensors as possible
of [13]), which in turn routes the messages to a designated This goal is motivated by the constraints of the current gene
upper-tier node (which we call trgink). RCRT doesiot re- ation of sensors. More generally, however, it is motivatgd b
quire all sensors to be transmitting data. More generadly,; s~ the observation that, for our problem, itis possible to ewéi

sors may start and end data transmissions at arbitrary timegPverall system simplicity by moving as much of the intelli-
that are not knowm priori. gence as possible out of the sensor network and into the sink.

Six goals guide the design of RCRT. They are: RobustnessFinally, we require that RCRT be robust to

Reliable end-to-end transmission.Our first goal is to  fouting dynamics and to nodes entering and leaving the sys-
achieve complete end-to-end reliability of all data traitsm ~ tem. This implies that traffic allocations to sensors can dy-
ted by each sensor to a sink. Of course, this is only possi- namically change, as can the locations of congested nodes.
ble if the network is not partitioned: that is, for each seyrc ~ The system must be able to dynamically adapt to these
there exists a network level path to the sink where each changes.
link has a non-zero packet reception rate. This goal is moti- .
vated by emerging high data rate applications which are loss 3.2 RCRT Overview
intolerant; examples of these applications include nétedr  To describe RCRT, we introduce the following notation and
imaging 1], acoustic source localizatio], and structural terminology. We define sinkas an entity (software program,
health monitoring §]. In each of these cases, processing al- or part thereof) which runs on a base station (or an upper-tie
gorithms are extremely sensitive to packet loss, and they ar node in a tiered network) and which collects data from one
rarely interested in inter-node data aggregation. For exam or more sensors (sources). RCRT is oblivious to the kind
ple, source localization algorithms use time differencaref of data sourced by the sensors: they can be raw samples,
rival between comparable samples at different nodes, andprocessed time series, images, and so forth. More than one
structural monitoring algorithms estimate structural mod sink can be running concurrently in the sensor network. We



Function | Where | How | ing layer are largely consistent with current practice. Al-

End-to-end Source End-to-end NACKs though our experiments are conducted using the default
retransmissions | and sink CSMA MAC layer in TinyOS (the widely-used sensor node
Congestion Detgctior S@nk Based on time to recover loss operating system), the design of RCRT does not depend on
Rate Adaptation | Sink Based on total traffic, any features specific to a particular MAC layer. Link-level

with additive increase
and decrease based on loss rat
Rate Allocation Sink Based on application-specified
capacity allocation policy
Table 2—RCRT Components

retransmissions at the MAC layer can improve the perfor-
‘mance of RCRT but are not essential for its correctness. We
discuss this in more detail in Secti@r8.

We assume that the sensor nodes run a routing protocol
that dynamically selects a path from each node to the sink
and also a reverse path from the sink to each node. Also,
use the notatiorfj; to denote thdlow of data from source RCRT does not assume symmetric routing between a source
for sink j. Of course, this flow is delivered from the source and the sink. Our experiments (Sectidh are conducted
over (possibly) multiple hops to the base station. A sensor using TinyOS'’s tree-based routing protocol, MultiHopLQI,

i may source several flows; for different sinksj. Finally, but it can work with other routing protocols such as Cen-
each sinkj is associated with a capacity allocation poligy tRoute P6] which satisfy these requirements.

which determines how network capacity is divided up across  Finally, RCRT focuses on the transport protocol itself.
flows fjj for Vi. The simples®; is one in which each flow  Cross-layer techniques for congestion control that expiei

fij gets an equal share of the network capacitfaaalloca- dio, MAC or routing protocol features are beyond the scope
tion). We give more examples & later. of this work.
RCRT provides reliable, sequenced delivery of flofys In the following sections, we discuss the detailed design of

from sourcei to sink j. Furthermore, RCRT ensures that, RCRT. As described above, RCRT sinks act independently
for a given applicationj, the available network capacity is in rate allocation decisions. So, in what follows, we drop th
allocated to each flow according to poli€y. Specifically, subscriptj, with the understanding that all the behavior de-
each flowfj; is allocated a rate;j (t) at each instant that scribed below refers to a sink and its associated flows.

is in accordance with policy;. Thus, for a fair allocation o

policy, all sensors would receive equal(t). 3.3 End-to-end Reliability

How does RCRT achieve all this? Tab describes Unlike TCP [18], RCRT implements a NACK-based end-
the various components of RCRT. End-to-end reliability to-end loss recovery scheme to guarantee 100% reliable data
is achieved using end-to-end negative acknowledgments. Adelivery. The sink detects packet losses and repairs them by
particularly novel aspect of RCRT is that ttaffic manage-  requesting end-to-end retransmissions from source nodes.
ment functionality resides at the sirfpecifically, each sink  Thjs design leverages the fact that the base station has sig-
determines congestion levels and makes rate allocatian dec nificantly more memory and can keep track of all missing
sions. Once sink decides the ratey, it either piggybacks  packets. Each sensor node stores a copy of every data packet
this rate on a negative acknowledgment packet, or sends &hat it originates in its local retransmit buffer when tranis
separate feedback packet, to source ting the packet to the sink. The sink keeps track of sequence

At the sink, RCRT has three distinct logical components. numbers of packets that it receives on each flow. A gap in the
The congestion detectiocomponent observes the packet sequence number of received packets indicates packet loss.
loss and recovery dynamics (which packets have been lost,The sink maintains a list of missing packets per flow. When
how long it takes to recover a loss) across every ffgwand losses are detected, the sequence numbers of the lost pack-
decides if the network is congested. Once it determines thatets are inserted into this list. Entries in this list of migsi
the network is congested, thete adaptatiorcomponent es-  packets are sent as negative acknowledgments (NACKs) by
timates the total sustainable traff¢t) in the network. Then,  the sink to each source. The use of NACKs avoids an ‘ACK
therate allocationcomponent decreases the flow ratgé) implosion’ [11], where the acknowledgments of successful
to achieveR(t), while conforming to policyP;. Conversely,  receptions sent by the sink overwhelm the network. Upon re-
when the network is not congested, the rate adaptation com-ceiving a NACK, the source retransmits the requested pack-
ponent additively increases the overall refe), and the rate  ets to repair the losses. Also, the source determines when it
allocation component determingg(t). In our currentimple-  can safely overwrite packets in the retransmit buffer biioo
mentation, multiple sinks do not cooperate with each other ing at the cumulative ACK sequence number piggybacked in
to determine congestion, adapt or allocate rates; doing so i all feedback packets (Secti@i7 describes cumulative ACK
likely to provide higher efficiency gains and a more equiéabl  and feedback packets).
rate allocation, and we have left this to future work. The sink also maintains a list of out-of-order packets for

RCRT satisfies our design goals (Sectidd). By de- each flow to provide in-order delivery of data packets to the
sign, it provides end-to-end reliability and attempts tefke  application. This list contains packets that are receivede
the network operating efficiently while supporting mulépl  sink but have not been passed to the application layer be-
applications, each with its own capacity allocation palicy cause there are one or more gaps in the sequence numbers.
Much of the traffic management functionality in RCRT is For example, if sequence numbéts2, 3,5, 6] have been re-
centralized at the sink, keeping the sensors as simple as posceived so far, packets 5 and 6 are inserted into the out-of-
sible. order packets list. When packet 4 is received, the sink passes

Finally, our assumptions about the link layer and the rout- packets 45,6 to the application.



RCRT uses the per-flow lists of missing and out-of-order is a measure of the number of RTTs it would take to recover
packets for detecting congestion and adapting rates, as wehe loss. RCRT uses the exponentially weighted moving av-
shall discuss below. erage of this value as the measure of average congestion
34 C ion D . level, denoted byC;, for sourcei. Thus,C; = 2 means that

: ongestion Detection it takes around RT T’s on average to repair losses for node
An important technical challenge for RCRT is the design of i. (Section3.7 explains how RTT is estimated.)
a mechanism for congestion detection. Various technigues RCRT detects congestion by using a simple thresholding
have been proposed in the wireless and sensor network litertechnique. If theC; exceeds an upper threshdld for any
ature to measure the level of congestaira node Broadly sourcei, we say that the network is congested. RCRT de-
speaking, these techniques either directly measure thre cha clares the network uncongested wi@rfalls below a lower
nel utilization around a node29], or measure the queue thresholdL for every i The gap betweed andL is the de-
occupancy at the nodd$, 23]. These techniques are sim- sired congestion level in steady state that allows for some
ilar in spirit to approaches that attempt to detect incipien losses to achieve higher throughput while ensuring timely
congestion in Internet routerd(, 19]. By contrast, RCRT loss recovery. RCRT updates t@es for every flow when-
attempts to measure, at the sink, whethlee network is  ever a packet is received from that flow. It then decides
congestedThis approach is closer in spirit to approaches whether the network is congested or uncongested, based on
in wired networks that have attempted to detect congestionthe algorithm described above. RCRT performs different ac-
at the ends 18, 22|, but with one important difference: in  tions in the congested and uncongested states, as described
RCRT, a sink has a more extensive view of network per- in Section3.5.
formance than, for example, a TCP sender, since the sink We useL = 1 andU = 4 as our thresholds. The value
receives traffic from many sources. of U is twice what one might expect from our discussion

However, it would be incorrect to merely borrow conges- above. We choose this more conservative estimate since a
tion detection methods used in wired networks. For example, flow’s RT T increases dramatically when the network tran-
TCP uses a single packet drop to infer that the network is sitions from an uncongested to a congested state. Choosing
congested. In a wireless network, it is well known that such these values ensures that RCRT does not react to congestion
a congestion detection mechanism can result in extremelyearlier than it should.
poor transport performance because wireless links tend to
exhibit relatively high packet loss rates. 3.5 Rate Adaptation

Accordmgly, RCIRT Ibaj%s its congestlor;]d(_artﬁ_ctlon mechr—] The second major challenge in RCRT is the design of a
if'isn:ﬁn?inoenvﬁtr? oRr’n g;.}.?sy rilmzrent (?ailalp(;?a?o{/i dinls gﬁg_r%a_\c mechanism to adapt transmission rates in response to con-
end reliability. Its congeztion criyetgection ngechanisgm iebas gestion (o_r Iack_ ther(_aof). Rate adaptation techniques have

- . been studied widely in the literature. Most transport proto
on the following intuition: that the network is uncongested . additively increase flow rates (or, as in TCH][ win-

as long as end-to-end losses are repaired "quickly enough".dows) in the absence of congestion, and multiplicatively de
This intuition permits a few end-to-end losses caused by crease flow rates when congestion is detected. €l [7]

FtranS|ef:t ca?ngestlon, ?r E)y poor.tW|trelﬁ_sshI|nks.tFurthex_sg:ﬁ show that this AIMD approach guarantees stability and con-
It permits the sources fo transmit at a higner rate eveniethe vergence to a fair and efficient allocation. While RCRT uses
are occasional end-to-end losses, since those losses can b

4 by th hanism d bed in th . KIMD, it adapts the total aggregate rate of all the flows as
recovered by the mechanism described In tN€ previous Sec,pqqryeq by the sink, rather than the rate of a single flow. In
tion. For this reason, RCRT uses tiie to recover losas

tion indicat spirit, this is similar to XCP 19, but there are some qualita-
acongeston indicator. . tive differences: XCP’s decisions are made at a bottlertecke
Recall that RCRT maintains a per-flow list of packets

that have been received out of order (SecBc®). Now, the router, and XCP adapts rate based on the excess capacity at

lenath of this list indicates h Kets h b a link. We describe RCRT’s rate adaptation design now.
e i o e e v oot o e e~ Lo RU demot th sum ofthe cutenty assigned rts
P ' ri(t) for all flowsi. RCRT uses AIMD orR(t). When the

how much time has passed since the; first unrecovered Iosshetwork is not congested, RCRT increaBés additively,
Ideally, we would want the average time taken to recover a
loss to be around one round trip time (RTT). If that prop- e Increase: R(t+1)=R()+A

erty holds, the network is not congested in the sense thait los

recovery is functioning properly. If it takes more than two \here Al is a constant. When the network is congested,
RTTs to recover the losses, then the network is more likely RCRT decreaseR(t) multiplicatively:

to be congested. Since the expected number of packets re-

ceived during one RTT isRT T, if the out-of-order packet e Decrease: R(t+1)=M(t)R(t)

list length isriRT T, then roughly one RTT has passed since

the first unrecovered loss (recall thatis the rate assigned ~WhereM(t) is a time-dependent multiplicative decrease fac-
to sourcei; we have omitted the time dimension in the no- tor. An alternative design would have been to individually

tation for simplicity). Denote by the length of sourcés control the rates of each flow. However, since the sink has a
out-of-order packet list at some instant. Then, greater perspective into network performance, desigriag t
Li 1We have used A = 0.5 pkts/sec for our experiments, roughly @6%

normi = NRTT the experimentally-determined maximum total rate at the basest



to the sink without end-to-end loss. Furthermore, feedback

1.4

Total wraffic, {0 ——/ traffic roughly proportional ta;(1— p;) must be delivered
L3y | by the sink to the source in response to these los3d®n
12f — 1 . the expected amount of traffic to and from the sin%ismd
Tg 1.2 SRR g ”(lp%p‘) respectively. This adds up to total traffic of at least
g i A TN I 2 1i2=P) for nodei in the network.
g 00 Pecketdeleniato B2 N, 0'95 We know that this level of traffic was not sustainable, since
=08 088 the flow was congested. But, the last time that a rate adap-
0.7 10.7 tation decision was made, a source rateajofvas deemed
06 New rate after reduction, (t+3] 06 sustainable, assuming no end-to-end losses. Given a packet
s delivery ratep;, it would now be safe to sdt’s rate such that
085 06 07 08 09 1 11 12 13 14° thetotal amount of traffids r;. To do this, we should reduce
Offered Load r(f) fi's rate to:r] = -Pr;. However, RCRT is a little bit more

; | ) ing! — fi(2=p) . 2pi
Figure 1—Plot of p;, corresponding; = 5,7, and effect oM(t) where - ¢5ngeryative than that. It reduces iheerall total rateR(t)

pi has been polynomial curve-fitted from the experimentallyeméd data. ; PRI
X-axis is the offered load;. Y-axis represent both packet delivery rafio by that factor, by setting the multiplicative decreasedact
pi(t)

and the expected total traffic; = @ M(t) to be:
M(t) = — =
U=5" pi(t)

Pi

rate adaptation to control the total aggregate rate of the ne M(t) is larger than 0.5 for alp; greater than 0.67. So, in
work allows the control algorithm to be independent of the regimes where the end-to-end packet reception rate is high,
number of flows, and less oscillatory when there are a large RCRT can more efficiently adapt to congestion than proto-
number of flows. cols that employ a fixed multiplicative decrease factor 6f 0.

Two questions remain: When are rate adaptation decisions We now give some intuition for hoM(t) behaves for dif-
made? How i$/(t) determined? We address these questions ferent values of;(t). To do this, we conducted an experi-
next. ment consisting of 40 nodes, and measuredaerageor

Whenever RCRT determines the network is congested smoothed value ofy as a function ofri. This is shown in
(Section 3.4), it applies the rate decrease step described Figurel. Also shown on that figure is thetal network traf-
above, computes a new rate allocation for all the flows (Sec- fic corresponding to a given (labeledr{(t)), and the value
tion 3.6), and sends the new ratgfor each flow to the cor-  ri(t+ 1), which is the rate that would be assigned to nbde
responding source. It doesn’t make another rate adaptationby RCRT after its multiplicative decrease. For this network
decision until it observes the effects of the previous deci- the network was empirically-determined to be saturated at
sion. To do this, RCRT waits conservatively for at leastavic 1.1 pkts/sec per node(Sectidh We'd like to point out two
the maximum value oRTT. This usually allows enough important properties oM(t). First, regardless of the value
time for the rate feedback to reach the sources, and for theof ri, M(t) is always successful in assigning a rgfg + 1)
sources to send enough packets so that congestion measurébat is lower than capacity. SecorM(t) is more aggressive
at the sink are appropriately updated. Thereafter, if agtack whenr](t) is well above the network’s capacity. These two
is received from some flow andC; is still above the upper  properties together ensure that RCRT avoids congestien col
thresholdJ, another rate decrease step is triggered, but only lapse.
if fi reports that it is using the rate assigned in the previous Loss Rate Estimation.Thus far, we have not described
rate adaptation step. This last check ensures that RCRT doe&iow pj(t) is calculated. Finally, RCRT keeps track of esti-
not react to stale information; especially in times of csige  mated path loss rate (1 p;j(t)) for each flow using thév-
tion, RCRT’s RTT estimates can be slightly off and this step erage Loss Intervainethod discussed i1 ). It uses the av-
ensures that RCRT reacts only after the source has had erage interval (in number of packets) between loss events to
chance to respond to the previous rate adaptation. Firfally, estimate the loss rate of a flow. Denote the interval between
the network is uncongested, RCRT applies the increase rulemth andm+- 1-th loss on flowi assim. Then, for the recent
above, but only if twice the maximuRT T has expired since 1 <m< nlosses, the average loss event interval for fiéwy
the last rate adaptation decision. Furthermore, RCRT check is calculated as,
that if a packet fronf; triggered the rate adaptation decision,

n
then that flow is using its most recent rate allocation. San = M
In most transport protocols, the multiplicative decrease 2m-1Wm
factor is constant (0.5 in TCP). However, because RCRT has zn71 WinSim
a comprehensive view of network behavior across different §4(o,n71) = m:oi
sources, it can do better than simply haRg). In RCRT, > m=1Wm
when a packet is received from flofyand that packet causes § =maxS1n),S0n-1)

Ci to exceed the upper threshald M(t) is computed based 2 RCRT 2 st of missing inf ) ) ced | ol
; ; FPRE n , a list of missing information can be packed into a €ng
on the loss rate experlenced my What is the intuition for NACK. In this analysis, we assume that only one missing paskietiuded

this? Suppose thdf's packet delivery ratio ig; ._ThiS means in each NACK packet. This can happen when the losses arejirdre: and
that, every second;p; packets out of; are being delivered  spread out uniformly over time.



wheresg is the interval since the most recent loss angl di. GivenR(t), there exists a simple greedy algorithm for
is the weight given to each loss interval in the history. We computing a demand-limited rate allocation.

have usech = 8 andw = [1,1,1,1,0.8,0.6,0.4,0.2] as our Fair. This allocation policy assigns an equal shar&(f
parameters. Intuitively, these choices give greater vigigh  to all flows, regardless ofi. Flow demands are ignored in
recent loss periods, and lesser weight to more distant lossthis policy.

events. Then we compupg(t) from While we have not experimented with other policies, our

1 prototype software is written modularly to easily accommo-
1-pi(t) = 50 date other policies. For example, it is easy to implement a
weighted allocation policy, where each source gets a rate al

We chose the Average Loss Interval (ALI) method over location proportional to a configured weight (weighted
others after experimentally verifying that it was more rsiou aIIocat|on_|s similar to d_emand—propomonal gllocatlmth
to parameter choices than the alternatives. A window-basedthe only difference thatin the latter, a source is not agsign
method that estimates loss rates based on some window ofate higher than its demand). This weighted allocationgyoli
the number of packets or time is highly sensitive to the ahoic 1S @ generalized form of priority allocation, in which some
of window. An EWMA approach is sensitive to the choice of Nodes are given higher priority than others. Finally, netg ra
gain, and includes a significant history of losses. By con- allocation policies should not require any changes to tbe pr
trast, the ALl method always looks at a fixed number of loss tocol (or to code on the sensors) — they can simply be
events, and preferentially weighs the recent ones. Thjsshel configured on the sink.
RCRT be more responsive to the onset of congestion. )

3.7 Other Details

3.6 Rate Allocation o ,

_ . In our description, we have left out several details of RCRT.
Once the total rat®(t) is calculated by the rate adaptation \ye describe them here briefly for completeness.
mechanism, the role of RCRT’s rate allocation component g, ,.ce Node Behavior:In RCRT. each source node ini-
is to implement the capacity allocation polify associated — iataq 4 flow by first establishing an end-to-end connection
with its sink. This is a novel aspect of RCRT; to our knowl- it the sink. RCRT uses a three-way handshake connec-
edge, most prior work has (implicitly or explicitly) embed- 4 establishment mechanism similar to that of TCP where
ded a capacity allocation policy within the rate allocation e thirg ACK is substituted with the first data packet. While

mng:g??n_ll_?m. I . il . doing this, the source tells the sink its desired datadiati-
s rate allocation component essentially assigns though this information can, in principle, also be just cgnfi

ratesri(t) to each flow in keeping with the rate allocation ,.e4'4t the sink), and the sink tells the node the rat€his
policy P; such that the individual flow rates sum upR(t). three-way handshake also allows RCRT to guess an initial
Because RCRT decouples rate adaptation from rate allocagy estimate. Once a connection has been established, the
tion, it is possible to obtain this flexibility. We see thisxile node transmits packets on this connection. Each node orig-

bility as being crucial, since itis unclear that thereaigyiori inates data at rate at mastassigned by the sink. The rate
a preferred policy for sensor networks (unlike the Internet r; is enforced by a token bucket with rate Each packet

Whlch is a shared infrastructure, and for which some form of contains sequence number, flow ID, and the rate of the cor-

Sresponding flow. The ratg regulates only the new packets
that are sourced by this node. End-to-end retransmissiens a
not constrained by this rate, nor are forwarding and linkele
retransmissions performed the lower layers of the protocol
stack.

Since rate allocation and loss recovery are controlled end-
to-end by the sink, each node simply reacts to the sink. When
a node receives a packet from the sink wigw rate f (this

similar to XCP’s [L9] fairness controller, but offers greater
flexibility.
Our current prototype contains three different policies.
Demand-proportional. In this policy, each flow ex-
presses a desired rate, that we caltigsnand d This policy
allocates rate; to each nodé proportional to its demand;
such that the fractiorr{(t) /d;) is the same for all i;

rt)/d =pt) Vi is usually sent in a feedback packet which may or may not
' ! contain NACK information, see below), the node adjust the
As long as we use sangt) = pj(t) for all nodei, demand- token bucket rate accordingly. When a node receives a feed-
proportional allocation follows. We compypét) as follows: back packet wittiNACK information, the node retransmits
those missing packets.
N N Finally, each source has a fixed-size retransmit buffer
R(t) =3 ri(t) =3 p(t)di =p(t)D which contains sent packets that have not been acknowl-

[ ' edged. Clearly, a source cannot store an infinite number of
packets for potential retransmission. To efficiently manag
p(t)=—~ the retransmit buffer, each feedback packet (described be-
D low) includes a cumulative ACK sequence number, which
whereD is the sum of alld;s. Then, the new rate for each indicates the last sequence number that the sink has receive
nodei simply becomes;(t) = p(t)d;. contiguously without any missing packets. The source can
Demand-limited. In this policy,R(t) is divided among all safely remove packets in the retransmit buffer that are cov-
the flows equally, except that no flow gets a higher rate than ered by the cumulative ACK sequence number.



When the retransmit buffer is full, the source stops send- such losses during connection tear-down: after they are don
ing new packets and retransmits the packet whose sequenceending data, sources explicitly tear-down the transpmort ¢
number is one higher than the last acknowledged packet at anection, at which point they synchronize sequence numbers
rate ofmin(%, %T). The source does this until it is told that and repair the last loss (if any). The second is that in large
the sink has received those packets and hence it is safe tmetworks, the maximum RTT can be high and since RCRT
overwrite the buffers. When this packet has been received atmakes decisions on RTT timescales, the network may con-
the sink, loss recovery is triggered, the rate is adjustedlfo ~ verge slowly. The third is the case when several consecutive

nodes, and a feedback packet is sent. The retransmit buffepackets are lost due to high congestion. Until a subsequent

rarely fills up since a cumulative ACK is piggybacked in ev-
ery feedback packet. Additionally, to prevent a stall, each
source requests explicit feedback from the sink when its re-
transmit buffer is more than half full. It does this by saitin

a bit in every outgoing packet. To minimize the number of
feedback transmissions while allowing for enough packets t

packet is received, the sink will not notice the congestion,
hence RCRT’s reaction may be delayed.

A fourth detail requires a little more explanation. Our cur-
rent RCRT implementation uses link-level retransmissions
and a natural question to ask is: How would RCRT perform
in the absence of link-layer retransmissions? To us, thésqu

be in transit, the buffer must be large enough>(2r;/RTT
packets).

Feedback packets: Every feedback packet sent to a
sourcei contains the assigned rate a list of NACKed se-  a fundamentally bad idea, since it would rely on expensive
guence numbers, a cumulative ACK, and R& Tq (see end-to-end retransmissions to repair loss. That said, avith
below) value for that node. Thus, every feedback packet is [imit on the number of retransmissions as in RCRT, there
completely self-contained so that, even if one of thesesis Io  may be scenarios in which the end-to-end packet delivery
a subsequent feedback packet suffices to adjust the node’sate is still low. In this casep; (Section3.5) will be low,
rate, and recover from loss. and the multiplicative decrease factor could be lower th&n 0

RCRT has to be careful in sending feedback packets, since(the constant multiplicative decrease used by TCP). Thus, i
they represent significant overhead. When a packet is re-this regime, RCRT may be more conservative than TCP’s
ceived at the sink from node the sink sends a feedback to AIMD, but that mechanism it not known to work well in
the node only when at least one of these four conditions havelossy conditions anyway. In those conditions, the best ap-
been met: one or more missing packets have been detectedyroach would be to re-provision the network by re-deploying
the node is sending at a rate different from the assigned rate some nodes, or adding others.

a duplicate packet with an already acknowledged sequence Finally, we address the question: does RCRT really avoid
number has been received; or, a feedback packet has beegongestion collapse? There are two cases to consider. When
explicitly requested by the node. However, RCRT is care- source nodes hear feedback from the sink, RCRT’s multi-
ful not to send feedback more often than once eRRQ, plicative decrease functioM (t) (Figure 1) aggressively re-
defined asRT Tvg+ 2+ RT Tar, whereRT Tyg is the aver-  duces source sending rates, allowing the network to recover
age RTT (see below), arlRT T is the mean deviation of  from congestion. When a source does not hear feedback, the
RTT. This rate limit trades-off increased convergence time source sends af(t) for a while, but it eventually fills up its

for lower overhead, especially in times of congestion. Fi- retransmit buffer and stalls, effectively sending one pack
nally, recall that rate adaptation decisions are made on RTTper RTT (Sectior8.7). This is a conservative solution, since
time-scales, also reducing the rate of sending feedbadk pac the source needs to “probe” by sending at least one packet
ets. to recover from transient path failures, and the RTT is the

RTT estimation: Finally, the sink estimates tHeT T of right timescale to do this. (Of course, more conservative ap
each node using feedback packets. RCRT does not requirgyroaches, like exponentially backing-off the probe ingrv
any time synchronization mechanism to do this. The sink are possible, and we have left these to future work). When
records the timd; when it sends a feedback packet to node it is stalled, the source does not congest the network, allow
i. Nodei remembers the tim@’ at which it had received  ing the network to recover (if, indeed, the loss of feedback
the feedback. When nodeext sends a packet to the sink at  packets was caused by congestion).
time T,", it calculates the interval;” — T and piggybacks There are several open questions in the design of RCRT.
this value in the packet. Upon reception of this packet at first, we have not examined inter-sink cooperation. Having
time T”, the sink can calculate the instantaneous RTT sam- g;,ch a mechanism in place would help administrators con-
ple valueRT Tnstj by (T —Ti) — (T = T). RCRT uses an o] capacity allocation across different applicationd aro-
exponentially-weighted moving average of this value to get yide higher efficiency gains. Second, our current desigis doe
the estimate®T Tgi for nodei. Earlier in this section, when gt support a policy which gives excess bandwidth to uncon-
we have referred tRT T, we have mearRT Tygi. strained sources. In most of the topologies we have experi-
. . mented with, almost all sources are constrained by one bot-
3.8 Discussion tleneck wireless region. However, there can exist topelegi
Three minor details of RCRT are worth mentioning. One is where some sources may not be so constrained, and it might
that any NACK-based scheme suffers from not being able to be beneficial to allocate higher rates to these sources while
detect the loss of the last packet (or the contiguous loss ofrate limiting the congested sources only. Since RCRT does
the last few packets), since it relies on the successfuprece not have insight into the network, it cannot easily distisgu
tion of a later packet. In RCRT, we detect and recover from between these sources. Even if the sink observed a set of

tion is ill-posed: in wireless networks with link loss ratgs
proaching 30%, trying to design an end-to-end ARQ-based
reliability mechanism without link-layer retransmisssois
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Figure 2—A snapshot of routing topology constructed by MultihopLQI

uncongested flows, it cannot determine how those flows in-

terfere with other flows. So, trying to allocate higher rate t

[ Design Goal [ Section |
Reliable end-to-end transmissior] All

Network Efficiency Section4.2.1
Sectiord.2.2
Section4.2.5
Support for concurrent applications Sectiorn4.2.4
Flexibility Section4.2.4
Section4.2.3
Robustness Section4.2.3

Table 3—Experiments to demonstrate that RCRT meets its goals.

the base station using the link quality indicator providgd b
the CC2420 radio chip. Since a sink-to-mote reverse path
is required in RCRT (for the feedback packets), we have
added a data-driven reverse path construction mechanism.
This works as follows. Each node maintains a routing ta-

those flows might exacerbate congestion on other flows. We 51 \when it receives a packet with source add@gsm a

are currently experimenting with adding minimal protocol
functionality to help with this task. For example, each peck
could contain the largest queue size that it traversed,laad t

information could be used to segregate the constrained from
the unconstrained flows. Also, since the sink maintains the

estimated loss rate of each flow, this information could be
used to isolate exceptionally unreliable flows. Finally, we
have not discussed how the “applications” running on the

sensors can adapt their sampling rates (for example), base
on ther;s they receive. We intend to address these in the near

future.

4 Evaluation

In this section, we present results from an extensive perfor
mance evaluation of our implementation of RCRT on a 40-
node wireless sensor testbed.

4.1 Implementation and Methodology

We have implemented RCRT in TinyOS 1.x for the motes
and in C for a PC-class sink device running Linux. The

RCRT module on the motes provides a transport layer inter-
face that a sensor application can use to initiate a flow to the
sink and send data packets. Also, the module implements a

neighborN, it adds a route entry t8with next hopN. Feed-
back packets are forwarded using this routing table. Ripall
our implementation uses link-layer retransmissions based
chip-level acknowledgments with up to 4 retransmissions.
Figure2is a snapshot of the routing tree constructed by the
MultihopLQI during one of our experiments. Due to changes
in wireless link quality over time, the routing tree changes
igure12 shows how frequently each node changed its par-

F
%nt in one of our experiments. Thus, our experiments were

conducted in a dynamic environment, with significant rout-
ing variability. However, in all of our experiments, the tou
ing protocol consistently produced 6 to 8-hop deep routing
trees.

In each of our RCRT experiments, each source originated
at least 1000 data packets. This traffic is synthetic, and doe
not represent the workload generated by any sensor; how-
ever, since RCRT is oblivious to the actual data, this is an
appropriate methodology. Each experiment ran from 30 min-
utes to an hour depending on the achieved rate. We logged
every packet received at the sink along with the current allo
cated rate at the time of packet reception.

4.2 Results

token bucket, whose rate is set to the rate allocated by theln this section, we describe experimental results that vali
sink, to regulate data packets generated at that node. Thalate our RCRT design, demonstrate that RCRT achieves the

memory footprint of RCRT for the mote is approximately

goals discussed in Secti@il, and show that RCRT outper-

5252 code bytes and 374 bytes of RAM for a packet payload forms the state-of-the-art in distributed congestion amnt
size of 64 bytes. The code size excludes RCRT-independentTable 3 summarizes our methodology: for each high-level

basic components such as timer, flash, MAC, and routing.

It uses 64KB of external flash for a retransmit buffer. All
other mechanisms described in Sect®imcluding loss de-
tection, rate adaptation, rate allocation, congestioadien,
and RTT estimation are implemented at the sink.

We have evaluated our RCRT implementation on a 40-

goal described in Sectidh 1, we have designed at least one
experiment to validate or quantify that goal. (One exceptio
is the goal of minimal sensor functionality, which follows
from RCRT’s design). Some experiments are used to vali-
date or quantify more than one goal.

In most cases, we evaluate RCRT’s performance using its

node indoor wireless sensor network testbed. Each sen-ate allocation profilevhich is the plot of the assigned sensor

sor node in our testbed is a Moteiv Tmote with an 8MHz
TI-MSP430 micro controller, IEEE 802.15.4-compatible
CC2420 radio chip, 10KB RAM, and a 1MB external serial

ratesr;s as a function of time. In some cases, particularly to
show the efficacy of RCRT’s capacity allocation policies,
we plot the average goodput achieved by the node during the

flash memory. These motes are deployed over 1125 squarexperiment.

meters of a large office floor.

We have used MultihopLQI in TinyOS as our routing tree
protocol for our experiments. In MultihopLQI, each node
dynamically selects its parent to construct a routing tcee t

We must emphasize that we have run RCRT experiments
under very general settings. All experiments reported here
are from an actual implementation running on a real testbed.
The underlying routing and MAC layers are not optimized in
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Figure 6—Percentage of packet repaired by end-to-end loss recavecii-
anism in the 40-node experiment

any way, nor have the experiments been run at special times
to avoid interference. Our testbed is susceptible to signifi
cant interference both from other 802.15.4 radios and from
802.11 radios, and this interference is highly time-vagyin

Finally, we note that RCRT achieves 100% reliable packet
deliveryin all experimentsve have conducted for this paper.
For this reason, we do not focus on RCRT’s end-to-end reli-
able transmission mechanism, but instead focus on how well
RCRT'’s congestion control works: what rates are assigned
how RCRT reacts to dynamics, and so on.

of the experiments, the allocated rate over-shoots to amos
1 pkts/sec, and drops down to around 0.55 pkts/sec (almost
half). This is because when the nodes first start sending pack
ets, the network was not congested, and the RTT estimate
takes some time to stabilize. But after this transient, the a
located rate converges and stays within 25% of the average
goodput. This less oscillatory behavior results from RCRT’
'rate adaptation design which makes rate adaptation dasisio
based on the overall traffic, rather than on a single flow.
. Figure 4 shows the per-flow goodput achieved at the
4.2.1 Baseline sink. Each bar represent the average goodput achieved by
We start with a simple baseline experiment that illustrates each source during the entire experiment. This graph shows
some of the important features of RCRT. In this experi- that nodes achieved approximately fair goodput: the differ
ment, RCRT runs on a 40-node network. One node is a base-ence between the largest and the smallest goodput is only
station, and the others are programmed to send data back t@®.015pkts/sec! This is a surprising result since one might
the sink. The fair rate allocation policy is used at the sink.  expect that allocatingamesending rate to all nodes in a
Figure3 shows the rate allocation profilgt) allocated to multi-hop environment would penalize nodes farther away
every node by the sink as a function of time. The solid line from the sink, since they traverse more hops. RCRT main-
represents the instantaneous allocated rate logged atthe t tains fairness because its rate adaptation mechanism con-
of every packet reception. The dashed line shows the aver-servatively adapts to the source that experiences congesti
age achieved goodput from all nodes. Since a fair-rateyolic most along the path to the sink.
was used, all nodes received the same goodput. This graph Figure 5 shows packet reception plot for all the nodes
shows the efficiency of RCRT’s rate adaptation mechanism. in the network. Each point on the curve is the time at
Unlike other AIMD schemes that drastically reduce the rate which a packet with a particular sequence number was re-
in response to congestion by halving the rate (or, as in TCP, ceived. Since all of the packets were eventually delivetes,
the window) RCRT tries to stay near the steady state averageprogress in sequence numbers approximately corresponds to
rate by making small adaptive reductions. At the beginning the progress in number of packets received. The slope of each
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plot is the estimate of the instantaneous goodput that each 2
node achieves at that point in time, and this figure shows 18}  Average Goodput——
that all nodes have approximately fair goodput throughout 164 MaX-min -
the experiment. The small spikes below the curve represent g | Ideal e
lost packets being repaired by RCRT’s end-to-end loss re- 3 1o}
covery mechanism. ! '1
How many packets are recovered via end-to-end retrans- 2
mission? Because of link-layer retransmissions, for aliéou g 08
nodes, only 5% of the packets incurred end-to-end retrans- © 08¢
missions, and for none of the nodes were more than 8% of 0.4}
the packets recovered end-to-end (Figg)€This is encour- 02f
aging, since one of the original design goals of RCRT’s end- 0 . . . .
to-end reliability mechanism was to avoid a feedback implo- 0 0.5 - ! ¢ s 1'5) 2
H H H ate Demand (pkts/sec
Slon'. We Cah quantlfy the overhead of feedbaCk. in RCRT. Figure 9—Average goodput achieved by RCRT. X-axis is the demand as-
In this experiment, 4549 feedback packets were setutal signed to each node. Y-Error bar represent the maximum and ntimimu

for 39000 data packets, representing an overhead of 11.6%goodput among all nodes
This feedback was usdabth to recover from losses and to
adapt to congestion. Contrast this with TCP, in which every
connection can sdealf as many ACK packets as data pack-
ets (most TCP implementations acknowledge every other
packet).

with infinite capacity.

Figure7 shows the maximum fair rate achievable without
end-to-end reliability on our 40-node testbed. Until the of
fered load reaches 1.1 pkts/sec per node, all nodes achieve
L approximately fair goodput (small error bars) and 95.4% re-
4.2.2 Optimality liability (not shown). However, as the offered load incress
The baseline experiment demonstrates some of the salienfbove 1.2 pkts/sec, variability in goodput increases, aed t
features of RCRT’s algorithms. The next question we ad- reliability drops below 90%.
dress is: How close does RCRT'’s rate allocation get to the  Figure8 represents the achievable rate with end-to-end re-
optimal? One way to evaluate the performance achieved byliability, but no congestion control. Our network is able to
RCRT is to determine the maximum fair and reliable rate sustain up to 0.9 pkts/sec per node. Thereafter, it expsggen
sustainable on the same network with same routing andcongestion collapse: acknowledgments and retransmgssion
MAC layers. We address this question by experimentally use up much of the network capacity, resulting in less good-
evaluating the goodput received by two different kinds of put and lower fairness than best-effort transport.
transport mechanisms at different offered lodBisst-effort Since RCRT provides end-to-end reliability, we should
transport sends data at a configured rate, but includes no endcompare its achieved rate with that of FigBelf we de-
to-end reliability and does not adapt to congesti®eliable fine 0.9 pkts/sec as the maximum sustainable rate for reliabl
transport sends data at a configured rate, includes endeto-e transport, then, as FiguBsshows, RCRT achieves nearly 0.8
reliability, but does not adapt to congestion. pkts/sec per node, or 88% of the sustainable rate for reliabl

Figures7 and8 plot the average goodput over all nodes transport. In this experiment, we assigned all nodes easal d
for two transport mechanisms at various offered loads. The mand. The figure plots this increasing demand on the x-axis.
thick solid curve shows the average goodput achieved at theOf course, since RCRT is congestion-adaptive, sources only
sink, the error-bars parallel to the y-axis indicate the imax send at the assigned rates, not at their demands.
mum variation in node goodput at each offered load, and the Another way to evaluate RCRT’s optimality is to con-
straight dotted diagonal line represents the rate achlievab sider a single-source network. We conducted a single-sourc
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single-sink experiment and found that best-effort transpo 1
can achieve up to 95 pkts/sec, and RCRT can achieve up to » 1
60 pkts/sec on average. (As an aside, note that RCRT ca-

pable of achieving high goodput (60pkts/sec). In our pre-
vious experiments, the low per-node goodput (0.8pkts/sec)

12

is mainly a function of the topology, not our protocol.) We ¢

can relate these experimental results to those observed on ¢

our larger topology as follows. In Figu& an instantaneous ¢

snapshot of the routing tree during one of our experiments, 2 I HHI‘IHHHH H Hn . HHH Iy
we estimate that node 13 is the most congested node: it has s 1 15 2 2 s 4
26 children and 12 siblings. Let's say every node sends 1 Node ID

unit of data per 1 unit of time. Then 13 receives 26 units of [ i e o 0 e e e wherotas o
data and sends 27 units of data (including it's own data) per after 500 seconds

unit time. Also, 13 contends with its 12 siblings to reach the
base-station. Hence, the channel capacity around 13 must b
shared at least by total traffic of 65 units of data per unietim
(= 26 + 27 + 12), even if we assume an ideal MAC. This
means that the optimal sustainable rate in this network is

60/65=0.923 for RCRT and 9565 = 1.461 for best-effort

transport. These numbers match what we observe above, angae hat they demanded: 0.5 and 1 pkts/sec. When the third
confirms that RCRT achieves 87% of the sustalnaple rate.  get of flowsC joined in with significantly higher demand, the

In summary, RCRT manages to assign near-optimal rates, oy ork immediately experienced congestion, and the flows
by having congestion control functionality at the sink. We i, hoth A andB were forced to reduce their rates. Between
have compared the various transport protocols with the samesng ang 1000 seconds into the experiment, all three sets of
radio, MAC, and routing layers, to ensure thatour resuis ar g5 were active, and were all allocated rates proportional
not affected by differences in the underlying protocol lay- {5 their demands. When the flows in ©@thad completed

ers. Our results show that it is possible to estimate and man-4: 5round 1000 seconds, the network had enough capacity
age overall network capacity in a centralized manner, and 1, gatisfy the demands of flows andB. This result shows
achieve high efficiency. that RCRT is robust to node joins and leaves, its conges-
tion detection mechanism and the rate adaptation mechanism
4.2.3 Robustness successfully adapted the network-wide aggregate rateeto th
In this section, we conduct an experiment that demon- network state, and the rate allocation mechanism indeed al-
strates RCRT’s robustness, and also validates its flexibil- located rates proportional to the demands of each node.
ity in capacity allocation. In this experiment, nodes johtda Figurell plots the goodput achieved by each node for this
leave dynamically, and different nodes are assigned differ experiment. While nodes with identical demands achieved
ent demands. The network is configured to use a demand-comparable goodputs, the average goodput between differ-
proportional allocation policy. We set up three sets of flows ent sets is, interestinglpot exactly proportional to their de-
that request different demands. Specifically, in this exper mands. Specifically, the average goodput achieved bysets
ment, 31 flows start at time 0. Sixteen of these (which we B, andC is 0.44, 0.77, and 2.04 pkts/sec respectively, while
will call set A) demand 1.0 pkts/sec and the other 15 flows their demands are 0.5, 1.0, and 4.0 pkts/sec respectivaly. T
(setB) demand for 0.5 pkts/sec. The remaining 8 flows (set is because each set experienced network congestion for dif-
C) join in after 500 seconds with a demand of 4 pkts/sec. ferent fractions of their lifetimes. Since the flows in €&t
All flows send the same total number of packets, butGet experienced congestion during their entire lifetime anlg on

finishes earlier because of its higher demand.

Figure 10 show the rate allocation profile for this experi-
ment. Recall that RCRT allocates exactly the same rate to all
flows having the same demand. During the first 500 seconds

f the experiment, setd and B were allocated roughly the



Set | App. ID Demand | Num.pkts | Num.nodes
Aq 1 1.0 pkts/sec 1000 19
B 1 0.5 pkts/sec 500 18
Ay 2 1.0 pkts/sec 500 19
B, 2 0.5 pkts/sec 250 18

Table 4—Setup for 2-application, 2-sink experiment

achieved half the goodput of their demand, the averg'iige
during this congested period is aboub@2.04/4.0 ~ 0.5).

Since seB experienced congestion and was assigned half the

demanded rate for half of its lifetime, its expected goodput
is around 75% of what it would have achieved in an uncon-
gested network. This roughlil matches the goodput tha set
actually achieved (83 + 1.05 = 0.75~ 0.77). Finally, set
A was assigned half the rate foy4 of its lifetime, which
amounts to 025;11 + 0.5?1 = 0.4325 pkts/sec, which is close
to the observed.@4 pkts/sec.

Finally, Figure 12 shows how frequently each node
changed its routing parent during this 38-minute experimen

Even though, on average, each node changed its parent 3.4

times, RCRT assigned rates correctly to all the flows. This
also highlights the robustness of RCRT’s design and imple-
mentation.

4.2.4 Flexibility

In this section, we demonstrate that RCRT achieves two
more of its original goals: that it can support multiple conc
rent applications, and that each application can use difter
capacity allocation policies.

We ran two separate “applications” with two sinks. Each
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Figure 13—Rate allocated to each node in 39-node experiment with 2-
applications running on2-sinks
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application ran on a different sink and used different réte a  Figure 14—Per-node goodput (two flows for same node stacked together)
location policies: one used demand-proportional all@rgti  in 39-node experiment with 2-applications running on 2-sink

and the other used demand-limited allocation. The two sinks

at the upper-tier was connected via 802.11b wireless. Nodes

15 and 30 were the gateway motes on our testbed connecte
to the two sinks. Each sink was a Stargate running Linux
The motes used a multi-sink version of MultiHopLQlI, so that
two trees were formed, one rooted at each sink. We used ad

%ll four sets of flows were active (a total of 74 flows). After

" setB; finished at 600 seconds, the other flows were allocated
higher rates to take advantage of the increased available ca
pacity.

ditional routing software that allowed both sinks to reeeiv
data packets frorall motes. Thus, this set up represents two
applications running on a tiered network.

Finally, Figurel4 shows the goodput achieved at the sink
by each node. Two flows (for two different applications)

In this experiment, we used 37 motes. The experiment wasfrom the same node are stacked together to show the to-

set up as shown in Tab% The demand-proportional appli-
cation comprised two sets of nodAsg and By, the first set

tal goodput achieved by each node. The average goodputs
achieved by the two applications are 0.718 pkts/sec and

being assigned twice the demand as the second. The demand.508 pkts/sec respectively, which totals 1.226 pkts/Beis.
limited application comprised the same two sets (denoted brings up an important point. The total achieved goodput is

A, and By) respectively, with identical respective demand

approximately 60% higher than the single-sink 40-node ex-

assignments. The total aggregate demand is 56 pkts/secperiment (Sectiod.2.7). This comes from using a tiered net-

enough to saturate the network.

Figure13 shows the rate allocation profile for this experi-
ment. Flows in application 1 (sefg andB;) were assigned
rates proportional to their demands, and flows in applicatio
2 (setsA; andBy) were assigned rates limited by their de-
mands. Thus, notice that even though flowsAinand A,
had the same demanthey each get different rate alloca-
tions because the applications use different capacitgailo
tion policies. Also note that all flows in the demand-limited

work. The two sinks are near the center of the network and
roughly have comparably sized sub-trees. Moreover, the two
sinks use 802.11b radios to communicate with each other,
which has at least an order of magnitude higher bandwidth.
This experiment not only shows that RCRT can support mul-
tiple concurrent applications on a tiered network with mul-

tiple sinks, but also quantifies the capacity increase a&echie

able by using RCRT on a tiered network. Furthermore, al-
though we have left inter-sink cooperative rate control as

application get the same rate; the sustainable network ratefuture work, this experiment shows that independent con-

was below the 0.5 pkts/sec demandedbyAll flows expe-
rienced congestion from time O till about 600 seconds when

gestion control decisions made by different sinks resutted
reasonable (although not perfect) behavior.



a built-in loss recovery mechanism. That said, it should be
possible to improve IFRC performance by varying its pa-
rameters and making it less aggressive in avoiding conges-
tion, at the possible expense of lower end-to-end goodput.
In preliminary experiments, we have found that a hardware
limitation of our current platform degrades the performanc
of IFRC. IFRC, by design, requires the radio and MAC to
run in promiscuous mode. Our experimental platform does
not permit the use of link-level acknowledgments along with
| promiscous mode, so the IFRC implementation uses soft-
- ware acknowledgments for link-level retransmission, \whic
adds some software delays in the MAC layer and reduces
IFRC throughput. When RCRT uses software acknowledge-
ments, our preliminary experiments indicate that its ayera
goodput is about 1.7 times that of IFRC. We have left a more
extensive evaluation of this to future work.

We have left a more detailed comparison between these
two protocols to future work, but believe that RCRT will al-
In this section, we compare the performance of RCRT with ways provide higher overall goodput because of its central-
that of IFRC R3], a recently proposed interference-aware ized design.
distributed rate-control protocol.

Figure15 shows the rate achieved by IFRC together with 5§ conclusions and Euture Work
RCRT's rate allocation in a 30-node experiment. The two
protocols are qualitatively different, since IFRC does not RCRT is areliable transport protocol for wireless sensbr ne
provide end-to-end reliable transmissions. However, vee ar works. RCRT places its congestion control functionality at
interested in comparing their congestion control efficacy: the sink, whose perspective into the network enables better
IFRC does distributed congestion control, while RCRT per- aggregate control of traffic, and affords flexibility in rate
forms congestion control at the sink, and we explore to what location. It supports multiple concurrent applicationsq &
extent these approaches are quantitatively differentofio-c ~ robust to network dynamics. Finally, RCRT's rates are sig-
pare these two protocols, we run them on the same set ofnificantly higher than that of the state-of-the-art in s&nso
nodes with the same radio power. RCRT was configured to hetwork congestion control. We envision several intengsti
use the fair allocation policy. However, IFRC has been eval- directions for future work including coordinated rate allo
uated only on static routing treed, so we ran IFRC on  cation across sinks, differential treatment for flows urcon
an empirically-determined “good” tree. RCRT runs with dy-  strained by the bottleneck region, and improved convergenc
namic routing enabled. time in networks with highly varing RTTs.

In Figure 15, the solid line represents the rate allocated
to all nodes in RCRT, and the dashed line represents theReferences
rate achieved by one of the nodes in IFRC. Since all nodes
were allocated the same rate in RCRT, a single line is suffi-
cient to show rate allocation @il nodes. In IFRC, all nodes
adapt their rates in near-synchrony, and rate plots foouari
nodes overlap with each other. We only plot the rate adapta-
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Figure 15—Rate achieved by IFRC and RCRT in 30-node experiment

4.2.5 Comparison

[1] TinyOS. http://www.tinyos.net/.

[2] A. M. Ali, K. Yao et al. An Empirical Study of Collab-
orative Acoustic Source Localization. Proc. of the
IPSN/SPOTS2007.

tion plot for one node for clarity. The dotted horizontak
show the average rate achieved by each protocol during the
experiment.

The results show that RCRT achieves an average rate of

0.824 pkts/sec in this experiment, which is more than twice [4]

the rate achieved by IFRC: 0.293 pkts/sec.
We believe two main reasons account for this difference.
The first, of course, is that much of RCRT's performance

] H. Balakrishnan, H. S. Rahul, and S. Seshan. An inte-

grated congestion management architecture for internet
hosts.SIGCOMM Comput. Commun. Re29(4):175—
187, 1999.

F. Bian, S. Rangwala, and R. Govindan. Quasi-static
Centralized Rate Allocation for Sensor Networks. In
Proc. IEEE Conference on Sensor, Mesh and Ad Hoc
Communications and Networks (SECQRDO07.

advantage comes from implementing its congestion control [5] J. Caffrey, R. Govindan et al. Networked Sensing for

functionality at the sink, which has a more global view of
network state. This results in less pronounced rate devia-

tions in RCRT’s rate allocation profile. A second reason is [6]

that IFRC aggressivelavoids congestionvhereas RCRT
detects congestioafter it has happened. To avoid dropping
packets, IFRC detects incipient congestion and aggrdgsive
cuts its rate when queues exceed a small threshold. On the
other hand, RCRT fully utilizes the network queues until
packets are lost. RCRT can afford packet loss, since it has

Structural Health Monitoring. IRroceedings of the 4th
International Workshop on Structural Conty@004.

K. Chintalapudi, J. Paek et al. Structural Damage
Detection and Localization Using NetSHM. Rroc.
IPSN/SPOTS’062006.

D.-M. Chiu and R. Jain. Analysis of the increase and
decrease algorithms for congestion avoidance in com-
puter networksComput. Netw. ISDN Sys1.7(1):1-14,
1989.



[8]

[9]
[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

L. Eggert, J. Heidemann, and J. Touch. Effects of
ensemble-tcp. ACM Computer Communication Re-
view, 30(1):15-29, 2000.

S. Floyd. Congestion control principles.
2000.

S. Floyd and V. Jacobson. Random early detection
gateways for congestion avoidan¢dEEE/ACM Trans-
actions on Networkingl(4):397-413, 1993.

S. Floyd, V. Jacobson, C.-G. Liu, S. McCanne, and
L. Zhang. A reliable multicast framework for

RFC2914,

[24]

[25]

sium on Network Architectures and Protocd606.

Y. Sankarasubramaniam, O. B. Akan, and I. F. Aky-
ildiz. ESRT: Event-to-sink Reliable Transport in Wire-
less Sensor Networks. Froc. 4th ACM international
symposium on Mobile ad hoc networking & computing
(MobiHoc ‘03), 2003.

F. Stann and J. Heidemann. RMST: Reliable Data
Transport in Sensor Networks. Rroc. 1st IEEE Work-
shop on Sensor Network Protocols and Applications
(SNPA) 2003.

light-weight sessions and application level framing. [26] T. Stathopoulos, L. Girod, J. Heidemann, and D. Es-

IEEE/ACM Transactions on Networking(6):784—
803, 1997.

S. Floyd, M. Handley, J. Padhye, and J. Widmer. [27] USC/ISI.

Equation-based congestion control for unicast applica-
tions. InProc. ACM SIGCOMM Conferenc2000.

O. Gnawali, B. Greenstein et al. The TENET Archi-
tecture for Tiered Sensor Networks. Pnoc. 4th ACM
Conference on Embedded Networked Sensor Systems
(SenSys’06)2006.

J. Hui and D. Culler. The dynamic behavior of a data [29]

dissemination algorithm at scale. Rroc. 2nd ACM
Conference on Embedded Networked Sensor Systems
(SenSys’04)2004.

B. Hull, K. Jamieson, and H. Balakrishnan. Mitigat-
ing Congestion in Wireless Sensor Networks Pioc.

2nd ACM Conference on Embedded Networked Sensor
Systems (SenSys’'02p04.

C. Intanagonwiwat, R. Govindan, D. Estrin, J. Heide- [31]

mann, and F. Silva. Directed diffusion for wireless sen-
sor networking.ACM/IEEE Transactions on Network-
ing, 11(1), 2002.

Y. lyer, S. Gandham, and S. Venkatesan. STCP: a
generic transport layer protocol for wireless sensor net-
works. InProc. International Conference on Computer
Communications and Network&005.

V. Jacobson. Congestion avoidance and control. In
Proc. ACM SIGCOMM Conferenc#&988.

D. Katabi, M. Handley, and C. Rohrs. Congestion con-
trol for high bandwidth-delay product networks. In
SIGCOMM '02: Proceedings of the 2002 conference
on Applications, technologies, architectures, and pro-
tocols for computer communicatiqrizZ002.

S. Kim, R. Fonseca et al. Flush: A Reliable Bulk Trans-
port Protocol for Multihop Wireless Network. Techni-
cal Report UCB/EECS-2006-169, EECS, University of
California, Berkeley, 2006.

M. Rahimi, R. Baer et al. Cyclops: In situ image sens-
ing and interpretation in wireless sensor networks. In
Proc. 3rd ACM Conference on Embedded Networked
Sensor Systems (SenSys, @8)05.

K. K. Ramakrishnan and R. Jain. A Binary Feedback
Scheme for Congestion Avoidance in Computer Net-
works with Connectionless Network Lay&yCM/IEEE
Transactions on Networkin@(2):158-181, 1990.

S. Rangwala, R. Gummadi, R. Govindan, and K. Psou-
nis. Interference-Aware Fair Rate Control in Wireless
Sensor Networks. IfProc. ACM SIGCOMM Sympo-

[30]

trin. Mote herding for tiered wireless sensor networks.
Technical Report 58, CENS, Dec. 7 2005.
Transmission control protocol. RFC793,

1981.

[28] C. Y. Wan, A. T. Campbell, and L. Krishnamurthy.

PSFQ: A Reliable Transport Protocol for Wireless Sen-
sor Networks. InProc. 1st ACM International Work-
shop on Wireless Sensor Networks and Applications
(WSNA) 2002.

C.-Y. Wan, S. B. Eisenman, and A. T. Campbell.
CODA: Congestion Detection and Avoidance in Sensor
Networks. InProc. 1st ACM Conference on Embedded
Networked Sensor Systems (SenSysZIR)3.

N. Xu, S. Rangwala et al. A Wireless Sensor Network
for Structural Monitoring. InProc. 2nd ACM Con-
ference on Embedded Networked Sensor Systems (Sen-
Sys’04) 2004.

H. Zhang, A. Arora, Y. Choi, and M. Gouda. Reli-
able bursty convergecast in wireless sensor networks.
In Proc. 4th ACM international symposium on Mobile
ad hoc networking & computing (MobiHoc ‘03)003.



	Introduction
	Related Work
	Rate Controlled Reliable Transport
	Design Goals
	RCRT Overview
	End-to-end Reliability
	Congestion Detection
	Rate Adaptation
	Rate Allocation
	Other Details
	Discussion

	Evaluation
	Implementation and Methodology
	Results
	Baseline
	Optimality
	Robustness
	Flexibility
	Comparison


	Conclusions and Future Work

