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Abstract the level of abstraction presented to the programmer.

The literature on programming sensor networks has, . .

by and large, focused on providing higher-level aa‘f I ntroductlon and Motiva-
stractions for expressirgcal node behaviorKairos tion

is a natural next step in sensor network program-

ming in that it allows the programmer to express, n.. .
a centralized fashion, the desirghbbal behavior of \NlreIeSS sensor networks research has, till date,

a distributed computation on the entire sensor n8g@deé impressive advances in platforms and
work. Kairos’ compile-time and runtime subsystengoftware services1] 2, 3]. The utility and
expose a small set of programming primitives, whildracticality of dense sensing using wireless sen-
hiding from the programmer the details of distribute®0r networks has also been demonstrated re-
code generation and instantiation, remote data acce@btly [4, 5, 6]. It is now time to consider an es-
and management, and inter-node program flow &ential aspect of sensor network infrastructure—
ordination. Kairos’ runtime is greatly simplified bysupport forprogrammingwireless sensor net-
assuming eventual consistency in node state; this@@rk applications and systems components at
sumption underlies many practical distributed corg- suijtably high-level of abstraction. Many of
putations proposed fpr sensor netwqus. In this p#e same reasons that have motivated the re-
per, we describe Kairos” programming model, aigbsign of the networking stack for sensor net-
the flexibility and robustness it affords programmerg, . (energy-efficiency, different network use

We demonstrate its suitability, through actual impl?ﬁodels) also motivate a fresh look at program-

mentation, for a variety of distributed programs— . .
i . : ming paradigms for these networks.
both infrastructure services and signal processing

tasks—typically encountered in sensor network liter- 1WO Proad classes of programming models
ature: routing tree construction, localization, and oBl€ currently being investigated by the commu-
ject tracking. Our experimental results suggest tHafy. One class focuses on providing higher-
Kairos does not adversely affect the performancelével abstractions for specifying a nodds-
accuracy of distributed programs, while our implesal behaviorin a distributed computation. Ex-
mentation experiences suggest that it greatly raissaples of this approach include the recent
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work on node-local or region-based abstrais-implemented as a language preprocessor add-
tions [7, 8]. By contrast, a second class considn to the compiler toolchain of the native lan-
ers programming a sensor netwarkthe large guage. The compiled binary that is the single-
(this has sometimes been call®dcroprogram- node derivation of the distributed program in-
ming). One line of research in this class enablekides runtime calls to translate remote reads
a user to declaratively specify a distributed corand, sometimes, local writes into network mes-
putation over a wireless sensor network, whesages. The Kairos runtime library that is present
the details of the network are largely hiddeat every node implements these runtime calls,
from the programmer. Examples in this classmd communicates with remote Kairos instances
include TinyDB P, 10], and Cougar11]. to manage access to node state. Kairos is
Kairos’ programming model specifies théanguage-independem that its constructs can
global behaviorof a distributed sensornet combe retrofitted into the toolchains of existing lan-
putation using acentralizedapproach to sen-guages.
sornet programming. Kairos presents an ab-Kairos (and the ideas behind it) are related
straction of a sensor network as a collection td shared-memory based parallel programming
nodes (SectioB) that can all be tasked togethemodels implemented over message passing in-
simultaneously within aingle program. The frastructures. Kairos is different from these
programmer is presented with three construciis:one important respect. It leverages the ob-
reading and writing variables at nodes, iteratirggrvation that most distributed computations in
through the one-hop neighbors of a node, asdnsor networks will rely omventual consis-
addressing arbitrary nodes. Using only thesencyof shared node state both for robustness
three simple language constructs, programméssnode and link failure, and for energy effi-
implicitly express both distributed data flow anciency. Kairos’ runtimeloosely synchronizes
distributed control flow. We argue that thesstate across nodes, achieving higher efficiency
constructs are also natural for expressing coand greater robustness over alternatives that pro-
putations in sensor networks: intuitively, senserde tight distributed program synchronization
network algorithms process named data gensemantics (such Sequential Consistency, and
ated at individual nodes, often by moving datariants thereof]2)).
to other nodes. Allowing the programmer to We have implemented Kairos as an extension
express the computation by manipulativari- to Python. We describe our implementation of
ablesat nodesallows us to almost directly usdhe language extensions and the runtime system
“textbook” algorithms, as we show later in dein Section4. On Kairos, we have implemented
tail in Section3.2 three distributed computations that exemplify
Given the single centralized program, Kairosystem services and signal processing tasks en-
compile-time and runtime systems construct anduntered in current sensor networks: construct-
help execute a node-specialized version of tiigy a shortest path routing tree, localizing a
compiled program for all nodes within a netgiven set of node<?], and object tracking13].
work. The code generation portion of Kairo8/e exhibit each of them in detail in Secti8ro
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illustrate Kairos’ expressivity. We then demorglobal behaviorof the distributed computation.
strate through extensive experimentation (Sec4n the former sub-class, three different types
tion 5) that Kairos’ level of abstraction does natf programming abstractions have been ex-
sacrificeperformanceyet enablegompactand plored. For example, Liet al.[14] and Cheong
flexiblerealizations of these fairly sophisticatedt al.[15] have considered node group abstrac-
algorithms. For example, in both the localizaions that permit programmers to express com-
tion and vehicle tracking experiments, we foundunication within groups sharing some com-
that the performance (convergence time, ambn group state. Data-centric mechanisms are
network message traffic) and accuracy of Kairased to efficiently implement these abstractions.
are within 2x of the reported performance of eBy contrast, Mainlaneét al.[8] and Whitehouse
plicitly distributed original versions, while theet al.[7] show that topologically defined group
Kairos versions of the programs are more suabstractions (“neighborhoods” and “regions” re-
cinct and, we believe, are easier to write. spectively) are capable of expressing a number
of local behaviors powerfully. Finally, the work
on EIP [L6] provides abstractions for physical
2 Reated Work objects in the environment, enabling program-
mers to express tracking applications.
In this section, we give a brief taxonomy (Fig- Kairos falls into the sub-class focused on pro-
ure 1) of sensornet programming and place ouiding abstractions for expressing the global be-
work in the context of other existing work in thénavior of distributed computations. One line
area. The term “sensornet programming” seemis research in this sub-class providesde-
to refer to two broad classes of work that we catidependentabstractions—these programming
egorize agprogramming abstractionand pro- systems do not contain explicit abstractions for
gramming supportThe former class is focusedhodes, but rather express a distributed compu-
on providing programmers with abstractions ¢étion in a network-independent way. Thus,
sensors and sensor data. The latter is focusedims work on SQL-like expressive but Turing-
providing additional runtime mechanisms thatcomplete query systems.@., TinyDB [10, 9]
simplify program execution. Examples of suchnd Cougar11]), falls into this class. Another
mechanisms include safe code execution, or tedy of work provides support for expressing
liable code distribution. computations over logical topologied?, 18]
We now consider the research on sensartask graphsl9 which are then dynamically
network programming abstractions. Broadiypapped to a network instance.
speaking, this research can be sub-divided intadComplementary to these approachasde-
two sub-classes: one sub-class focuses on ptependentbstractions allow a programmer to
viding the programmer abstractions that sinexpress the global behavior of a distributed
plify the task of specifying the nodecal be- computation in terms of nodes and node state.
havior of a distributed computation, while thé&airos, as we shall discuss later, falls into this
second enables programmers to express ttass. As we show, these abstractions are natural
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Figure 1. Taxonomy of Programming Models for Sensor Network

Services
(Impala)

for expressing a variety of distributed computad-hoc localization, and vehicle tracking.
tions. The only other piece of work in this area

is Regiment 20], a recent work. Whlle Kalrosgll Kairos Abstractions and Pro-
focuses on a narrow set of flexible language- ) L

agnostic abstractions, Regiment focuses on ex- gramming Primitives

ploring howfunctional programmingaradigms as dgiscussed above, Kairos is a simple set of

might be applied to programming sensor nesytensions to a programming language (for con-

works in the large. creteness, we focus on procedural languages)
Finally, quite complementary to the workpa; gllows programmers to express the global

on programming abstractions is the large bo¢hayior of a distributed computation. Kairos

of literature devote_d to systems in support @iends the programming language by provid-
network programming. Such systems enalqhag three simple abstractions.

high-level composition of sensor network ap- The first of these is theode abstraction.
plications (Sensorwarel] and SNACK P2]), programmers explicitly manipulate nodes and
efficient distribution of code (Deluge2B]), |ists of nodes. Nodes are logicalhamedus-
support for sandboxed application executigRy integer identifiers. The logical naming
(Maté [24]), and techniques for automatic pefsf nodes doesot correspond to a topological

formance adaptation (Impala). structure. Thus, at the time of program compo-
sition, Kairos does not require programmers to

. . specify a network topology. In Kairos, thede
3 Kairos Pr ogramming dztaty%e exports opperatg?/s like equality, order-
M odel ing (based on node name), and type testing. In

addition, Kairos provides aode._l i st iterator

In this section, we describe the Kairos abstragata type for manipulating node sets.

tions and discuss their expressivity and flexi- The second abstraction that Kairos pro-

bility using three canonical sensor network disides is the list ofone-hop neighborsf a
tributed applications: routing tree constructiomode. Syntactically, the programmer calls a
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get _nei ghbor s() function. The Kairos runtimetle distributed programming bugs arising from
(described below) returns the current list of thmanaging concurrent writes.
node’s radio neighbors. Given the broadcast naKairos leverages another property of dis-
ture of wireless communication, this is a nataributed algorithms for sensor networks in order
ral abstraction for sensor network programmintg achieve low overhead (indeed, without this,
(and is similar toregions[8], and hoods[7]). Kairos would not even be practicable for sensor
Programmers are exposed to the underlying neétworks). We argue that, for fairly fundamen-
work topology using this abstraction. A Kairosal reasons, distributed algorithms will rely on a
program typically is specified in terms of opergroperty we calleventual consistencyndivid-
tions on the neighbor list; it may construct moneal intermediate node states are not guaranteed
complex topological structures by iterating oto be consistent, but, in the absence of failure,
these neighbors. the computation eventually converges. This no-
The third abstraction that Kairos provides igon of eventual consistency is loosely molded
remote data accesmamely the ability to readon similar ideas previously proposed in well-
from variables at named nodes. Syntacticalknown systems such as Bayd6]. The reason
the programmer uses \ari abl e@ode nota- for this, is, of course, that sensor network al-
tion to do this. Kairos itself does not imposgorithms need to be highly robust to node and
any restrictions on which remote variables maink failures, and many of the proposed algo-
be read where and when. However, Kairogthms for sensor networks use soft-state tech-
compiler extensions respect the scoping, lifaiques that essentially permit only eventual con-
time, and access rules of variables imposed &igtency.
the language it is extending. Of course, vari- Thus, Kairos is designed under the assump-
ables of types with node-local meaning.d., tion thatloose synchrongf node state suffices
file descriptors, and memory pointers) cannot b&r sensor network applications. Loose syn-
meaningfully accessed remotely. chrony means that a read from a client to a
Node Synchronization: Kairos’ remote accessremote object blocksnly until the referenced
facility effectively provides a shared-memorgbject is initialized and available at the remote
abstraction across nodes. The key challengede andhot on every read to the remote vari-
(and a potential source of inefficiency) in Kairoable. This allows nodes to synchronize changed
is the messaging cost of synchronizing nodeariables in a lazy manner, thereby reducing
state. One might expect that nodes would neesmmunication overhead. However, a reader
to synchronize their state with other nodes (uptight be reading a stale value of a variable, but
date variable values at other nodes that hdwecause of the way distributed applications are
cached copies of those variables, or coordinatesigned for sensor networks, the nodes even-
writes to a variable) often. In Kairos, only dually converge to the right state. Surprisingly
node may write to its variable, thus mutuallgnough, as we shall see in Secti8, this form
exclusive access to remote variables is not -synchrony seems to be adequate enough for
quired; thereby, we also eliminate typically submany programs.

5



Centralized KanosF‘vepweessov&Languagecumpllev= Annotated Ing the natlve |anguage C0mpl|er Wh%rep'
Program

Binary resents a global specification of the distributed
Vi mne — Town e Untomine - computation Py is @ node-specific version that
Sensor Node Sensor Node P contains code for what a single node does at any
Program Kairos Runtime Program Kairos Runtime - .
Thread Cached Objects Thread Cached Objects tlmez and What data’ bOth remOte and |Oca|, It
oo (| L0} | oo (| OO-0)) . manipulates.
A Managed Objects A Managed Objects
L D D .......... D L D D .......... D
rean | o B || e | B In generatingPy,, the Kairos preprocessor
A A

identifies and translates references to remote
data into calls to the Kairasintime Py, is linked

to the Kairos runtime and can be distributed
to all nodes in the sensor network through
some form of code distribution and node re-
programming facility 7, 23]. When a copy is
instantiated and run on each sensor node, the
The Mechanics of Kairos Programming: Be- Kairos runtime exports and manages program
fore we discuss examples of programming {friables that are owned by the current node
Kairos, we discuss the mechanics of programut are referenced by remote nodes; these ob-
ming and program execution (Figug® As we jects are callednanaged objecti® Figure2. In
have said before, the distinguishing feature gfidition, it also caches copies of managed ob-
Kairos is that programmers write a singlen- jects owned by remote nodes in itached ob-
tralized version of the distributed computatioqbcts p00|_ Accesses to both sets of Objects are
in a programming language of their chotemanaged through queues as asynchronous re-

This language, we shall assume, has been gxest/reply messages that are carried over a po-
tended to incorporate the Kairos abstractiongntially multihop radio network.

For ease of exposition, assume that a program-

mer has written a centralized progr&hthat ex-  The user program that runs on a sensor node
presses a distributed computation; in the rest&fj|s synchronouslyinto Kairos runtime for
this section, we discuss the transformations gsading remote objects, as well as for access-
P performed by Kairos. ing local managed objects. These synchronous
Kairos” abstractions are first processed usiggllls are automatically generated by the prepro-
a preprocessorwhich resides as an extensiogessor. The runtime accesses these cached and
to the language compiler. ThuB,is first pre- managed objects on behalf of the program after
processed to generate annotated source cafigpending the calling thread. The runtime uses
which is then compiled into a binarf?, us- additional background threads to manage object

lWe believe that Kairos abstractions are Ianguaggyeues’ but this aspect is transparent to the ap-

agnostic. However, we have only validated this wotre  Plication, and the applicat_ion is only aware of
language (Python), as we describe in Section the usual language threading model.

Requests| Replies Requests Replies

{ Multi-hop wireless network ]

Figure 2: Kairos Programming Architecture
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1 voi d buil dtree(node root) . . . . . .
2. node parent, self; sential functionality involved in constructing a
3: unsi gned short dist_fromroot; . . . .. .
4: node_list neighboring_nodes, full_ node_set: routing tree while maintaining brevity and clar-
5 unsi gned int sleep_interval =1000; . . .

ettt o ity. It shows how a centralized Kairos task
6 full_node_set=get_avail abl e_nodes(); looks, and illustrates how the Kairos primitives
7: for (node tenp=get_first(full_node_set); tenp!=NULL; )
. temp=get _next (full_node_set)) are used to express such a task. Program vari-
: _sel f=get _| ocal _node_id(); ] i A
S i (tem=root) el able di st _fromroot is the only variable that

: _ 1 =0; parent=self;

11: | di f =I NF; - . _
12: ﬁe?ghb:afitﬁgiggqa:eggt:reat e_node_| i st (get_nei ghbors(tenp)); need_s to be remOter accessed in llnes 18 19’
13 full_node_set=get_avai | abl e_nodes() | and is therefore ananaged objecht a source
e bt s zeryy MM node and @ached objecat the one-hop neigh-
16 Celoon(sl cep.intervl): bors of the source node that programmatically
17: for (node iter2=get_first(neighboring_nodes);

iter2l =NULL: i Ter2=get next (nei ghboring nodes))  fead this variable. The program also shows
1o et 1 7om oot =i st f1omroot @t erzed: how thenode andnode | i st datatypes and their
o parentziterz APl's are used. get _avai |l abl e_nodes() In
Figure 3: Procedural Code for Building dnes 6 and 13 instructs the Kairos preproces-
Shortest-path Routing Tree sor to include the enclosed code for each iter-
ated node; it also provides an iterator handle that
. . can be used for addressing nodes from the iter-
3.2 Examplesof Programming wWith 415 perspective, as shown in line 12. Finally,
Kairos the program shows how thgt nei ghbor s()

) , o function is used in line 12 to acquire the one-
We now illustrate Kairos’ expressivity and ﬂexhop neighbor list at every node

ibility by describing how Kairos may be used The event loop between lines 15-20 that runs

to program three different distributed computay 5| nodes eventually picks a shortest path from

tions that have been proposed for sensor Nt ode to the oot node. Our implementation
works: routing tree construction,

: _ localizationegits show that the path monotonically con-
and vehicle tracking. verges to the optimal path, thereby demonstrat-
ing progressive correctness. Furthermore, the
Routing Tree Construction path found is stable and does not change unless

there are transient or permanent link failures that

In Figure3, we illustrate acompleteKairos pro- cause nodes to be intermittently unreachable.
gram for building a routing tree with a given root  This event loop illustrates how Kairos lever-
node. We have implemented this algorithm, argies eventual consistency. The access to the
evaluate its performance in SectibnNote that remote variabledi st fromroot need not be
our program implements shortest-path routingynchronized at every step of the iteration; the
rather than selecting paths based on link-qualiyader can use the current cached copy, and use
metrics P8]: we have experimented with the lata lazy update mechanism to avoid overhead. As
ter as well, as we describe below. we shall see in Sectiof, the convergence per-

The code shown in Figur@ captures the es-formance and the message overhead of loose
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synchrony in real-world experiments is reasoDistributed Localization using Multi-
able. We also tried metrics other than shottateration

est hop count (such as fixing parents accord-

ing to available bandwidth or loss rates, a corh!9uré 4 gives a complete distributed program
mon technique used in real-world routing Syg_)r collaboratively fixing the locations of nodes

tems B]), and we found that the general princi‘!"ith unknown coordinates. The basic algorithm
’ s developed by Savvides al.[2]. Our goal

ple of eventual consistency and loose synchroff{: . , : : :
can be applied to such scenarios as well. " implementing this algorithm in Kairos was
. . ... to demonstrate that Kairos is flexible and pow-
Let us examine Figur® for the flexibility

: he Kai del affords. If erful enough to program a relatively sophisti-
programming to the Kairos model afforas. W&ated distributed computation. We also wanted

want o change the behawor of_the program {9 explore how difficult it would be to program
have the tree construction algorithm COMMENEge; vt ook” algorithm in Kairos, and compare

at a.pre-set t'm? that is programmed into a bam% relative performance of Kairos with the re-
station node with id 0, we could add a sing|

. , _ Sorted original version (Sectids).
line before th_e start of thieor () {} loop at!'”e " The goal of the “iterative multi-lateration”
sleep(starting.time@-get current time()) algorithm is to compute the locations of all
The runtime would then automatically fetch th&nknown nodes in a connected meshed wire-
starting.time value from node 0. less graph given ranging measurements between
Finally, we study how to incorporate ropne-hop neighboring nodes and a small set of
bustness into Kairos programs. The prografeacon nodes that already know their position.
the way it is currently written, is quite frag-Sometimes, it may happen that there are not
ile with respect to node and link failures besnough beacon nodes in the one-hop vicinity of
cause it may try to read unavailable remogg unknown node for it to mathematically later-
di st fromroot’s @ei ghbori ngnode’s inside jze its location. The basic idea is to iteratively
the loop between lines 17-20. We could re-writgarch for enough beacons and unknown nodes
the program a little differently so that we periodn the network graph so that, taken together,
ica”y refresh the neighbor list. ThUS, in order tf.here are enough measurements and known co-

make the program above robust, we would elirgrdinates to successfully deduce the locations of
inate line 12 of the COde, and insert the fOIIOWIng" unknown nodes in the Sub_graph_

fragment at line 17 to recover from failed parent Figyre 4 shows the complete code for

links: the iterative multi-lateration algorithi.
The code localizes non-beacon nodes by
progressively expanding the subgraph,

nei ghbori ng_nodes=cr eat e_node_| i st (get_nei ghbors(iterl));

/1 Check whether a node’s parent still exists or is dead 20f course, we have not included the low-level code
poolean parent _exi sts=al se: that actually computes the range estimates using ultra-

for (node iter2=get_first(neighboring_nodes);

iter2! =NULL && iter2!=root; iter2=get_next(neighboring_nodes) )Sound beacons Our Code Snlppet assumes the eXIstence

if (iter2==parent) parent_exists=true;

if (!parent_exists) dist_fromroot=lNF; of node-local OS/library support for this purpose.



1: void iterativeMultilateration()

an event loop. We also found an interesting

bool ean | ocal i zed=f al se, not_| ocalizabl e=fal se, is_beacon=GPS_avail apl e();

2: . . .
3. node self=get | ocal _node_id(); testimonial to the value of Kairos’ centralized
4: graph subgraph_to_| ocal i ze=NULL; . .
_ _ global program specification approach—we
5: node_list full_node_set=get_avail abl e_nodes(); .
6: for (node iter=get first(full_node set); iter!=NULL; encountered a subtle |og|ca| (Corner-case recur-
iter=get _next (ful I_no_de__set))) » ) ) . L. . i
/1At each node, start building a localization graph S|On) bug in the or|g|nal a|g0r|thm descnbed
7: partici pati ng_nodes=create_graph(iter); X . .
: de_li i ghbori des= i ghb i ; - -
§ et e grbor g ok ot e gnborse) - in [2] in a local (.e., bottom-up, node-specific)
10: for (node tenp=get_first(neighboring_nodes); tenp!=NULL; manr_]er’ that became apparent n Kalros'
e o et o)) L nodes Kairos’ abstractions allow a programmer to
11: extend_graph(subgraph_to_| ocal i ze, tenp,

Tocal | ed@amal |1 o beacon@emp22beacon: unkidki@d€-Off some robustness for increased effi-

//See if we can localize the currently avail abl e subgraph

12: if (graph newy_localized_g=subgraph_check(subgraph_to_l| ocaﬁiigncy- For examplea in the VerSion Of the COde

14 o ost Lam oot T 1ot ey ot e I Y e aa b-8hown, all nodes simultaneously, and somewhat
= w | li d | . . . .
15: e e e e e redundantly, initiate localization. This makes
It not, dd nodes adjacent to the Ieaves of the it extremely robust because each node is only
/1 accunul ated subgraph and try again . - . .

17 node_list unlocalized | eaves; responsible for localizing itself. However, this
18: unl ocal i zed_| eaves=get _| eaves(subgraph_to_| ocal i ze); . . . .
1o bool ean i s_ext ended=" al se; . approach loses out optimization opportunities
20: for (node tenpl=get_first(unlocalized_|eaves); tenp!=NULL; .. . .

tenp=get _next (unl ocal i zed_| eaves)) for joint localization where one node can local-
21: node_l i st next_hop_| =get _nei ghbors(tenp); .
22: for (node temp2=get_first(next_hop_|); temp2! =NULL; ize on behalf of others. We can make the fol-

t enp2=get _next (next_hop_l)) . . . .

23: d h b h | li , 2,

faxten I_ELZIpiizg@?;ﬁgzﬁ?g_gg:cl)ﬁe@e‘ngggbeacon:unknovvn);lOWIng _Slmple mo_dlflc_atl(_)ns to have Only one
B e cal i zabl et e node with lowest id within each broadcast do-

main act as the initiator: at line 8, add a sim-
Figure 4: Procedural Code for Localizing Semple check for node identifier comparison by
sor Nodes readingnode_i d@enp, and enter the loop at

line 9 only if the node is the minimum num-

bered. Finally, in step 15, the node with mini-
(subgraphtolocalize), considered at amumnode.i d does not just setocal i zed for
given node with next-hop neighbors of unlatself, but also for all other nodes for which
calized leaf vertices ufl ocal i zed_| eaves), |ocalized@ter=true by storing theséter
and is an implementation of Savvides' algarode values in a local array. Every node period-
rithm [2]. The process continues until either altally checks these remote (from its perspective)
nodes in the graph are considered (lines 20-2yay values at all initiators in the network for its
and the graph is deemed unlocalizable, or untivn presence.
the initiator localizes itself (using the auxiliary
function subgraph check()) after acquiring Veh
a sufficient number of beacon nodes. This
program once again illustrates eventual consisr our final example, we consider a qualita-
tency because the variableocal i zed@ode tively different application: tracking moving ve-
is a monotonic boolean, and eventually attaihgcles in a sensor field. The program in Figbre
its correct asymptotic value when enclosed is a straightforward translation of the algorithm

icle Tracking
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1 voi d track.vehicle()
2: bool ean naster=true;
3: float grid[ MAXX][MAXY], z,1, nornalizingconst;
4: float p(x|z)l MAXX] [ MAX Y], p(x41(Z)[ MAXX] [ MAXY],
P21 X)L MAXX] [ MAX.Y] Pl 24 [70)] MO [ MAXY], - p(Z,4 1),
Dyl MAXX] [ MAXY], - p(X1]Z1)[ MAXX] [ MAXY]

cle dynamics. Lines 23-25 compute the overall
posteriori probability of the vehicle position on
the rectangular grid after incorporating the latest

B hose 1ot ful' node-set cget avai’ abl enodesy o 0 posteriori probability (step 3 of the algorithm).
7: for (node iter=get first(full_node.set); iter!=NULL; . . . .
poy! LET S neXC (11| node.set) Finally, lines 26-40 compute the information

8: or (int x=0; X<MAXX, X++ F— y . .
9 for (int y=0; y<MAXY; y+¥) utilities, I’s, at all one-hop neighboring nodks
10: p(x|z)[ X1 [y] :m? .
e for every node, and pick th&t= argmaxly that

. sleep(); . . . .
13 if (mster) maximizes this measure (steps 4 and 5). This
14: for (int x=0; X<MAXX; x++) “ »” : H
150 for (int y=0; y<MAXY; y+4) S node becomes the new “master” node:, it ex-
16: P02 X 1Y) = A e ecutes the steps above for the next epoch, usin

' B 0K <MAXX 0y <MAX.Y S(V/X2+y2— /X +ye—v) p p ’ g
e anst =0; data from all other nodes in the process.
19: for (int x=0; X<MAXX; x++)
20: for (int y=0; y<MAXY; y+_+)
2 kD= [0 (M) o (%6 ): This program illustrates an impor-
22: nor mal i zi ng_const +=p(z.1/X.1) XY - PO¢+2/Z)[X] [y] . . . :
28 for (int x=0; X<NAXX x++) tant direction of future work in Kairos
24: for (int y=0; y<MAXYY; y++) B K ) )
25: PO 1271 X1 [y] = Pl MM P In this algorithm, the latest values of
26: node_l i st nei ghbori ng_nodes=get _nei ghbors(iter); p(zt+l|xt+1) [X] [y]@nelghbors must be Used |n

27:
28:
29:

30:
31:
32:
33:
34:
35:
36:

37:

38:
39:
40:

append_t o_l i st (nei ghbori ng_nodes, self);
max_l=—c; ar gmax._l=sel f;

for (node tenp=get _first(neighboringnodes); tenp!=NULL;

t enp=get _next ( nei ghbori ng_nodes))

p(&,4|%)=0;

for (int x=0; X<MAXX; x++)

for (int y=0; y<MAXYY; y++)

(%4121 [ XT [ Y] =p(z 2 XD X] [ Y] @ enp-p(x41/70) X V;

P, 1[Z)+=p(x 1,44 DX [ Y]

for (int x=0; X<MAXX; x++)

for (int y=0; y<MAX.; y++)

B P04 1.2, 4[] )

et =00 | iy | PO AR
if (max.l<ly) argnmax_l=tenp;
if (argmax.ly! =self) naster=fal se;
mast er @r gmax_l=t rue;

line 33 at the master because thexge [x|[y]’s

are computed at each sensor node using the
latest vehicle observation sample. With our
loose synchronization model, we cannot in-
sure that the master uses these latest values
computed at the remote sensor nodes because
stale cached values may be returned instead by
the master Kairos runtime, thereby adversely

_ _ ~impacting the accuracy and convergence time
Figure 5: Procedural Code for Vehicle Trackings ihe tracking application. There are two
possible solutions to this. One, which we have
implemented currently in Kairos, is to provide
described in 13]. This algorithm uses prob-a slightly tighter synchronization model that
abilistic techniques to maintain belief states ate call loop-level synchronywhere variables
nodes about the current location of a vehicle are synchronized at the beginning of an event
a sensor field. Lines 14-16 correspond to stepobp (at line 11 of every iteration). A more
of the algorithm given in13, p. 7] where nodesgeneral direction, which we have left for future
diffuse their beliefs about the vehicle locatiorwork is to exploretemporal data abstractions
Lines 17-21 compute the probability of the obFhese would allow programmers to express
servationz ;1 at every grid location given vehi-which samples of the time seri@$.)[x][y] from
cle locationx 1 at timet + 1 (step 2 of the algo-remote nodes are of interest, while possibly
rithm) using the latest sensing sample and vehitowing Kairos to preserve loose synchrony.
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4 Kairos|Implementation plement the Kairos primitives.
In the current incarnation, Kairos consists

We have implemented the programming primgf a preprocessor/parser for Python that dy-
tives discussed in the previous section, and hav@mically introduces new data types, and uses
experimented with the three distributed alg@®ython extensibility interfaces3f] to “trap”
rithms described therein. In this section, wieom the Python interpretor into the Kairos run-
sketch the details of our implementation of théme, thereby redirecting accesses to Python ob-
Kairos extensions and the Kairos runtime sujects handled by the Kairos runtime (these are
port. the managed and cached objects in Figaye
Implementation Platform. We have imple- Kairos runtime is implemented in C, and em-
mented Kairos extensions to Python on the Steeds the Python interpretor using Python’s em-
gate platform 29]. Our choice of the Stargatebedding API's B3]. It services read/write re-
platform was dictated by expediency, since it auests for managed objects and remote read
lowed us to quickly prototype the main ideas beequests for cached objects from Python. It
hind Kairos, while using Mica230] motes as also manages the object queues shown in Fig-
“dumb” but realistic network interfaces; we dedre 2, and uses Mica2 motes for accessing
scribe the hardware details of our implementthe multihop wireless network. The Kairos
tion in Sectionb. However, we believe it is pos-and Python runtimes together use about 2MB
sible to extendhesC[31] and TinyOS B2] to memory for the examples we tested (ignoring
implement Kairos directly on the motes withoustandard shared libraries likébc, etc), and
requiring Python and Stargates to control theiwan fit comfortably on the Stargates. Thus, a
but have left that to future work. Kairos program is simply a Python script that

Our choice of the language to implemenises Kairos primitives in addition to the stan-
Kairos is perhaps a little non-standard. Pythalard Python language features. It is first pre-
is an interpreted language commonly used fprocessed by our preprocessor, and then inter-
scripting Internet services and system adminisreted by the embedded Python interpretor. In
tration tasks, and is not the obvious choice farhat follows, we describe the innards and ac-
a sensor network programming language. Wens of the preprocessor and the runtime from
note that other research has proposed extendinanguage-neutral viewpoint, even though the
interpreted languages like Tc2]] for ease of specifics of the actual implementation may dif-
scripting sensor network applications. That wéear slightly from language to language depend-
not our rationale for selecting Python, howeveang on the language semantics and the external-
Rather, we selected Python because we werevi@rld interfaces it provides.
miliar with its internals, and because Python hdasie Kairos Preprocessor. Kairos’ preproces-
good support for both embedding the languager transforms a centralized piece of code that
into a bigger program (Kairos, in our case), arekpresses a distributed computation into a node-
dynamically extending the language data typesecific version by generating additional code
both of which enabled us to relatively easily inthat inserts calls into the runtime layer. For ex-
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ample, consider lines 14-20 of the code in Figion (i.e., variable location, basic block num-
ure 3 that create and use a node group iteratoer, and, for loop-level synchrony, loop itera-
over the node’s one hop neighbors which atien number) of the variable being accessed into
only known at runtime. Theli st fromroot the second slot. The runtime satisfies the read
variable at these remote nodes is accessed insetpiest from the remote nodeif the cache is
the loop. The Kairos preprocessor replaces actdated or missing the particular variable, and
cesses to this variable with inlined compilableturns a copy of the cached value to the applica-
code that invokes a hinary messaging inter-tion, which then proceeds to copy it into the sec-
face between the application and the runtimend, application-private location allocated for
This RBI (Runtime Binary Interface) specifies. Reads and writes to local managed objects
how the request, reply, and data messages Viark similarly, except that both of them are al-
reads and writes are communicated between tis@ys executed non-blockingly by the runtime.
application and the runtime. In the case dihe reason we first copy the returned object into
Python, this RBI essentially takes the form @pplication-private address space is because we
synchronous object accesses whose methodscane let the host compiler or interpreter infras-
implemented in the Kairos runtime using welltructure to then statically or dynamically type-
defined external object access API'’s. check these remote object accesses, and Kairos’
Kairos’ preprocessor recognizes the rematempiler additions can be restricted to the pre-
reference type and size from its declaration processor stage. This idea is key to keeping
the program. Since, for a variable to be accesd€airos simple to implement and semantically
using thevari abl e@ode notation, a variable conformant with the variable manipulation rules
v should already have been declaraod de- of the language.
fined for the local node in the first place (as Bhe Kairos Runtime. Conceptually, the code
mal | oc() 'ed or static global variable, or as a logenerated by the preprocessor would have been
cal variable on the stack), the preprocessor sidistributed using a reliable dissemination proto-
ply creates space fexactlyone additional copy col [34] to all the nodes in the network. We have
of the variable. Then, for each read of a remitted this step in our implementation, and
mote object of the fornva\, the preprocessormanually install the preprocessed code in our
creates a structure in the RBI consisting of twstargates. We expect that doing so does not sig-
slots: one specifying the nodgand one for the nificantly reduce the realism of our experiments;
variablev. The preprocessor already knows th€airos assumes eventual consistency, and even
fixed size of the node slot from its ADT (Ab4f the code distribution protocol were to instan-
stract Data Type) definition, and it dynamicallyiate application code at different time on differ-
builds the space for the variable slot dependiegt nodes, correctness would be preserved.
on the variable type declaration. It then emits The key to Kairos’ performance, as we have
source code that, at runtime, copies the valueroéntioned above, is that it maintains loose syn-
the node variablel from the application-privatechrony between copies of a variable at a node
location into the first slot, and the identificaand at its remote counterpart. A read to a re-
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mote variable is always satisfied by immedisfies read requests from this cache until the
ately returning the locally cached value of theache is next refreshed at the new timeout. The
corresponding managed object (with one excegwner also keeps track of the list of remote
tion: the only time a read blocks is when theached copies, and propagates local writes on
variable has not yet been instantiated). To im-managed object to all cached copies at remote
plement read requests for remote objects, thedes using &allback mechanism. Thus, this
runtime includes, in the network request mesache consistency mechanism allows us to opti-
sage, the variable location and the basic blookze network energy consumption by exploiting
number of the code that the request appearsKmiros’ synchrony semantics.

The preprocessor allocates space for identifyingFinally, the Kairos runtime implements a re-
the basic block number information associatdéidble transport mechanism to update the value
with each runtime object, and generates codedba variable from the remote node. The proto-
update this associated information at each lwl to do this is currently relatively simple and
sic block entry and exit. We note that only anoptimized. To read a variable from a remote
small fixed-size space is necessary for holdingde, the node floods a message through the net-
the current runtime object identification and anvork containing the node and variable names. It
notation information because this space is usegbeats this step periodically until it receives a
only to store statically scoped information aboueply. Intermediate nodes cache these request
the single object currently under considertiomessages and route the reply back in the oppo-
and is, thus, independent of the dynamic preite direction. This mechanism is inspired by
gram behavior. mechanisms in Directed Diffusio34].

When is the cached copy of the variable up- With multiple outstanding requests, the
dated? There are two classical choices. WhKairos runtime needs to manage these requests
the remote node writes to the variable, it cararefully. As shown in Figure2, the run-
pushthe changed value to all readers. This réme queue manager at each node manages two
quires the writer to maintain state, but can lmpieues. There is an incoming reply queue for
low overhead. Alternatively, a reader mightad replies as well as for write updates that are
choose to update its cache pglling the remote propagated through callbacks from remote own-
end every time a variable is accessed. If the vagrs of these locally cached reads. There is also
able is read infrequently, this is a preferable an outgoing request queue for remote read re-
ternative. qguests. The runtime services both the queues

Kairos’s runtime implements a hybrid modeh a simple asynchronous manner using FIFO
of cached coherence. In Kairos, a remote readgeheduling.
runtime caches managed objects indég&hed The incoming queue is straightforward to ser-
obj ect s pool as shown in Figur@ for up to a vice: each read reply is serviced immediately.
certain timeout (currently, 10 seconds for loog¢owever, reliability issues must be addressed
consistency, and the beginning of a new loapth respect to requests in the outgoing queue,
iteration for loop-level consistency). It satand requests are retransmitted if there is no ac-
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knowledgment from the remote destination. Theeriments below). The motes run TinyO#],
gueue scheduler component of the runtime sbut with S-MAC [36] as the MAC layer.

vices each request in the outgoing queue in alhere is also an 8-node array of
FIFO fashion, and associates a timeout and relflyca2dots B7] mounted on a ceiling (rightmost
count with it. After the head of the outgoingicture in Figure6), and connected through a
gueue is scheduled, it is put back at the endmolltiport serial controller to a standard PC that
the queue after initiating the timeout counter agins 8 Emstar processes. Each Emstar process
sociated with it. If the acknowledgment froncontrols a single Mica2dot and is attached to a
the remote end arrives in the incoming queue&airos process that also runs on the host PC.
the request object is removed from the outg®his arrangement allows us to extend the size
ing queue; if not, the request is retried wheof the evaluated network while still maintaining
the object reaches the front of the queue asdme measure of realism in wireless commu-
its associated timeout has expired. Currenthjication. The ceiling Mica2dots and ground
we retry a request three times before giving Wjica2s require physical multihopping for inter-
and discarding the request silently. We relyode communication. The Mica2dot portion of
on lower-layer MAC-level reliability as wellthe network also uses physical multihopping for
as application-level reliability to provide addiinter-node communication.

tional retries and recover from such conditio :

respectively.

5 Kairos Evaluation

Our testbed is a hybrid network of ground nodFigure 6: Stargate with Mica2 as a NIC (left),
and nodes mounted on a ceiling array. The Stargate Array (middle), and Ceiling Mica2dot
ground nodes are Stargate29] that each run Array (right)

Kairos. In this setup, Kairos uses Emstap|

to implement end-to-end reliable routing ar To conduct experiments with a variety of con-
topology management. Emstar, in turn, usestrolled topologies, we wrote a topology manager
Mica2 mote BO] mounted on the Stargate nodin Emstar that enables us to specify neighbors
(the leftmost picture in Figuré shows a sin- for a given node and blacklist/whitelist a given
gle Stargate+Mica2 node) as the underlying nneighbor. Dynamic topologies were simulated
work interface controller (NIC) to achieve reby blacklisting/whitelisting neighbors while the
alistic multihop wireless behavior. These Staexperiment was in progress. The end-to-end
gates were deployed in a small area (middle preliable routing module keeps track of all the
ture in Figureb), making all the nodes reachabloutgoing packets (on the source node) and pe-
from any other node in a single physical hop (wriodically retransmits the packets until an ac-
created logical multihops over this set in the eknowledgment is received from the destination.
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Hop-by-hop retransmission by S-MAC is comng tree may not always be the shortest path
plementary and used as a performance enhamoexing tree (directed diffusion does not require
ment. that), while Kairos always builds a correct short-
Routing Tree Performance: We implemented est path routing tree. So we additionally mea-
the routing tree described in Sectid2 in sure the “stretch” (the averaged node deviation
Kairos, and measured its performance. Fiwom the shortest path tree) of the resulting OPP
comparison purposes, we also implemented Cnee with respect to the Kairos shortest path tree.
Phase Pull (OPP)3B] routing directly in Em- Thus, this experiment serves as a benchmark for
star. OPP forms the baseline case becausefiiciency and correctness metrics for Kairos’
is the latest proposed refinement for directeeventual consistency model.

diffusion that is designed to be traffic-efficient Figure8 shows an example virtual topology
by eliminating exploratory data messages: thised in our experiments for the case of the full
routing tree is formed purely based on interesset of nodes. We evaluated two scenarios in each
requests (interest messages in directed diffigse: first to build a routing tree from scratch on
sion) that are flooded to the network and re-quiescent network, and second to study the dy-
sponses (data) are routed along the gradiengnic performance when some links (like those
setup by the interest. To enable a fair companarked with “x” in Figure8) are deleted after
son of the Kairos routing tree with OPP, we aldbe tree is constructed. Figureshows the con-

implemented reliable routing for OPP. vergence time (“K” is for Kairos, and “before”
and “after” denote the two scenarios before and
171819 20 21 22 23 24 after link failures), overhead, and stretch plots

for OPP and Kairos averaged across multiple
runs; for stretch, we also plot the OPP stan-
dard deviation. It can be seen that Kairos always
generates a better quality routing tree than OPP
(OPP stretch is higher, especially as the net-
work size increases) without incurring too much
higher convergence time-30%) and byte over-
head costs+2x) than OPP.
Figure 8: Testbed Topology for the Routing Localization: We have implemented the col-
Tree Program Before and After Disabling Sonlgborative multilateration algorithm described in
Links Section3.2 Since we did not have the ac-
tual sensors (ultrasound and good radio signal
We varied the number of nodes in our nestrength measurement) for ToA (Time of Ar-
work, and measured the time it takes for threval) ranging, we hard-coded the pairwise dis-
routing tree in each case to stabilize (convdences obtained from a simulation as variables
gence time), and the overhead incurred in dio-the Kairos program instead of acquiring them
ing so. In the case of OPP, the resulting roythysically. We believe this is an acceptable ar-

1(root) 2 3 4
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Figure 7: Convergence Time (left), Overhead (middle), and® G&etch (right) for the Routing
Tree Program

tifact that does not compromise the results bis- competitive here. Note that this error de-
low. We perturbed the pairwise distances wittreases with increasing network size as expected
white Gaussian noise (standard deviation 20nbacause the Gaussian noise introduced by rang-
to match experiments ir2]) to reflect the real- ing is decreased at each node by localizing with
istic inaccuracies incurred with physical rangingspect to multiple sets of ranging nodes and av-

devices. eraging the results.
£ 8 e
L5 B
§ 5 60
& g,
@ 20 (=]
2 B w0
5 s o
; 10 B *
O\C’ 20
Number of Nodes ’ . . Zjo of Btaconsso . b v
Figure 9: Average Error in Localization Figure 10: Localization Success Rate

We consider two scenarios in both of which In the second scenario, we vary the percent-
we vary the total number of nodes. In the firstge of initial beacon nodes for the full 24 node
case (Figur®), we use topologies in which alltopology, and calculate how many nodes ulti-
nodes are localizable given a sufficient numberately become localizable. This graph roughly
and placement of initial beacon nodes, and cé&dlows the pattern exhibited in2[ Figure 12],
culate the average localization error for a givehereby validating our results again.
number of nodes. The average localization er-Vehicle Tracking: For this purpose, we use
ror in Kairos is within the same order showthe same vehicle tracking parameters as used
in [2, Figure 9], thereby confirming that Kairosn [13] (for grid size, vehicle speed, sound RMS,
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acoustic sensor measurement simulations, sen- S 9 I~ i~

. . . Ifmse —xI | [Ix—%mmsel® | Overhead
sor placement and connectivity, and Direction- (byres)
. j 0.00% (0/24) 35.12 1376.57 142.3
of-Arrival sensor measurements) for comparing 833% (2724) | 3137 902,64 1134
. . ) 16.66% (4/24) 28.45 779.28 108.6
how Kairos performs against18]. A direct 25.00% (6124) | 2573 §29.43 1029
i ) L. 33.33% (8/24) 23.91 512.76 99.1
head-to-head comparison against the original al- [[“#tee% @oza | 2285 47839 972
. . . 50.00% (12/24) 21.96 443.72 94.5
gorithm is not possible because we have fewer [ ss3% s 209 22127 927
. . . . 66.66% (16/24) 20.07 387.23 89.4
nodes than they have in their simulations, SO we [ 7so0%@sza | 1967 34254 8556
. . . 83.33% (20/24) 19.24 312.09 82.2
present the results of the implementation in a [ otem s 1897 29276 797
100% (24/24) 18.22 265.18 77.3

tabular form similar to theirs. We simulate the
movement of a vehicle along the Y-axis at a cofable 2: Variation of Tracking Performance
stant velocity. The motion therefore perpendigith % of DOA Sensors

ularly bisects the X-axis.

~ We do two sets of experiments. The first ongate this capability), and not just direction-
Is to measure the tracking accuracy as denotgghostic circular acoustic amplitude sensors
by the location e[r°r|KXMMSE2—X||) and its stan- (once again, we simulate these as well). The
dard deviation (%X — Xwmsel|°) as well as the go4) is to keep the number of sensors at 24 (cor-
tracking overhead as denoted by the belief St"f‘é"sponding to the last row in tabl, and re-

as we vary the number of sensors (K). The Mgl ce acoustic sensors with angular ranging sen-
goal here is to see whether we observe good pggrs, and see the improvement. As shown in ta-
formance improvement as we double the nurpe 2, we experienced the biggest gains when
ber of sensors from 12 to 24. As talleshows, introducing a small percentage of DOA sensors.
this is indeed the case: the error, error deviatiofyis is also observed to be the case 18]
and exchanged belief state all decrease, andyBrepy lending confidence to our implementa-

the expected relative order. tion.
Avg Avg Avg Overhead

H K | lfwmse=xI | [IR—SZwmsel? ‘ (bytes)
w| ew | wsa 6 Concluson and Future
14 37.24 1297.39 104
T ——— 550 % Work
20 28.96 721.68 67
22 26.29 564.32 60
24 24.81 497.58 54

This paper should be viewed as an initial ex-
Table 1: Performance of Vehicle Tracking iploration into a particular model of macropro-
Kairos gramming sensor networks. Our contribution in

this paper is introducing, describing, and eval-

In the second experiment, we vary the pemating this model on its expressivity, flexibil-

centage of sensor nodes that are equipped with and real-world performance metrics. Kairos
sensors that can do Direction-of-arrival (DOA¥ not perfect in that, at least in its current in-
based ranging (lacking actual sensors, we siparnation, it does not fully shield programmers
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from having to understand the performance ajetts across realistic multihop radio links, to-
robustness implications of structuring progranasy, this layer lacks the ability to optimize com-
in a particular way; nor does it currently promunication patterns for a given sensornet topol-
vide handles to let an application control thegy. Therefore, we believe that Kairos opens
underlying runtime resources for predictabilityp several avenues of research that will enable
resource management, or performance reasars.to explore the continuum of tradeoffs be-
Finally, while Kairos includes a middlewardween transparency, ease of programming, per-
communication layer in the runtime service th&rmance, and desirable systems features arising
shuttles serialized program variables and oln-macroprogramming a sensor network.
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